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1. Introduction  

 

1.1 Introduction  

1. DNAKE Cloud platform has 3 kinds of accounts, Distributor, Sub-distributor

�Äoptional �Å, Reseller/Installer and Property Manager. Different users have 

unique functions on the platform. Here is the table for you to have a look at the 

distinctions.  

2. Reseller/Installer can also create sites and switch to sites to manage as a 

Property Manager. 

3. One Property Manager can manage multiple sites. 

No. 
Distributor  & Sub-

distributor(optional)  
Reseller /Installer  Property Manager  

1 System Message System Message System Message 

2 Personal Center Personal Center Personal Center 

4 Reseller/Installer  Property Manager Device (List) 

5 /  Project  Apartment  

6 /  Device (Management) 
Resident (Resident & Access 

Control)  

7 License Log License Log License Log 

8 /  
Update (Firmware List & Update 

List) 
Security Alarm 

9 My message My message My message 

10 /  /  Log 
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1.2 Introduction of some icons  

1. The icons you may see in the platform. 

 Edit   Hide search 

 
Delete  Refresh 

 Details  
Synchronize All Residents 

data 

 
Resent Email  Resident Details 

 Device  Edit Value-added Services 

 License Management  Renew 

 Sync again  Set as Owner 

  
Replace Device  Introduction  

  Access Device Webserver   
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1.3 Supported  devices  and  solution s 

1. We are developing and add ing more features to the platform and DNAKE Smart 

Pro app. Some devices are supported now while some will be supported in the 

near future. Please refer to the table below for the supported models:  

�Ä1�ÅDoor Station Without  Indoor Monitor  

��  Requirements: The Door Station must be connected to the internet, 

registered on the SIP server, and added to the platform.  

��  Setup: Select " Without Indoor  Monitor"  license when creating apartment 

(Without indoor monitor license will be used).  

 

(2) Door Station With Indoor Monitor  
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��  Requirements: The door station and indoor monitor should both be 

connected to the internet and added to the platform.  

��  Door Station should support to be registered to SIP server;  

��  Setup: Choose " With Indoor  Monitor " license when creating apartment 

(With indoor monitor license will be used).  

 

(3) No Door Station , but With Indoor Monitor  

��  Requirements: The indoor monitor should be connected to the internet and 

added to the platform.  
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��  Setup: Select " With Indoor  Monitor " license when creating apartment 

(With indoor monitor license will be used).

 

(4) Local Network Call (With Indoor Monitor)  

��  Requirements: This configuration operates without an internet connection, 

using a local network for P2P (peer-to-peer) calls. 

��  User Setup: No specific setup for SIP server registration is needed as the call 

is local. 

��  No Internet required . 
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(5) Public Network Calling (With Indoor Monitor)  

�z Cloud Connectivity: The door station and indoor monitor connects to its 

designated network and registers to the cloud.  

�z Seamless Communication: Once both devices are connected to the cloud, 

they can establish calls without the need to be in the same LAN 

environment.  

�z Flexibility: Devices can operate across different networks, providing 

greater deployment options.  
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����Support devices 

Device type Model 

Door station (SIP Call) 

C112 

S212 

S213K 

S213M 

S215 

S615 

S617 

S414 

Indoor Monitor  

E214 

E216 

E217 

A416 

E416 

H618 

Master Station 902C-A 

Access Control AC01 
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AC02 

AC02C 

IP Kits 

IPK06 

IPK07 

IPK08 

TW Kits 

TWK01 

TWK02 

TWK03 

TWK04 

Elevator Control Module  EVC-ICC-A5 

2. DNAKE provides different solutions.  

�z With Indoor Monitor:   

Refers to the P2P solution with Indoor Monitor (Indoor Monitor must be 

installed for each household).  

�z Without Indoor Monitor :  

Refers to the P2P or SIP solution without Indoor Monitor. If you are among the 

SIP-supported countries and the device you use support SIP solution (e.g., 

S615 SIP updated with 904D_0_1_1_40_SIPV1_4_21_GA_20231123), the 

platform will choose SIP solution automatically.  

Please refer to Appendix A: SIP or landline supported countries and regions  

for SIP-supported countries  

�z Value -added Services:  
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Refers to some premium services like SIP call and landline feature. This service 

is based on Door Station Direct Call SIP solution. 

Please note that value -�D�G�G�H�G���V�H�U�Y�L�F�H���F�D�Q�ÿ�W���E�H���W�D�N�H�Q���E�D�F�N���L�I���L�W�ÿ�V���X�V�H�G�� 

�z Remote Management : 

Enables property managers to use the Smart Pro, ensuring they stay connected 

while on patrol. With this functionality, security personnel no longer need to worry 

about missing calls. This enhances communication and allows property managers 

to provide bette r services to residents. 
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2. Login  and  Logout  

 

2.1 Login and Logout  

2.1.1 Login  

1. log in your account in web browser  

�‹  Step 1: Provide your email and infor mation to DNAKE or DNAKE partners to 

register an account. You will receive account password in your email inbox.  

 

�‹  Step 2: Please enter the platform website  and log in with your account. 

Different regions have different data center. P lease go to the URL according to 

different regions.  

European data center: https://eu -cloud.dnake.com .  

American data center : https://us -cloud.dnake.com .  

Indian data center:  https:// ind -cloud.dnake.com  
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�3�O�H�D�V�H���U�H�I�H�U���W�R���W�K�H���D�S�S�H�Q�G�L�[���$���I�R�U���F�K�H�F�N�L�Q�J���\�R�X�U���F�R�X�Q�W�U�\���R�U���U�H�J�L�R�Q�ÿ�V���G�D�W�D���F�H�Q�W�H�U�� 

 

2.1.2 Logout  

Click your personal account on the right upper corner and log out.  
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2.2 Forget password  

1. Recover your password 

�‹  Step 1: Click Forget Password? 

 

�‹  Step 2: Enter your email and click Next. 

 

�‹  Step 3: The platform will send you an email to change your password. Please 
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check your email inbox.  

 

 

�‹  Step 4: Please set a new password according to the rule and try to log in with 

new password. 
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3. Personal Center and System Messages  

 

3.1 Basic information  

1. You can check the details of account you log in. You can find your phone number, 

email address, role, project, creation time or nickname and so on. You can even 

change the profile photo.  
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3.2 Change  Password 

1. If you want to change password, please click Change Password to edit.  
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3.3 Login Settings  

1. It is used to configure whether you need to fill in the verification code when you 

login the platform.  It can help you to protect your account from being stolen.  If it's 

enabled,  the platform will send you a verification code to your email (the same with 

your account) after you click "Log in" on the login page, you should fill in the correct 

code before login.  If it's disabled,  you will login directly after you click "Log in".  
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3.4 System Message 

1. System message comes from your upstream characters. For example, if you are 

a reseller, you will receive messages from distributor /sub - distributor and you can 

also send messages to your downstream characters. 
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4. Distributor  

4.1 Manage the device  

�‹  Distributors can now access the Device menu to view devices added by 

their associated resellers or installers. This feature provides visibility into 

device distribution while maintaining hierarchical management.  

 

The Device menu includes the following details:  

�x Site: The site associated with the device.  

�x Reseller/Installer : The reseller or installer that imported the device.  

�x Device Name 

�x Type 

�x Model  

�x Status 

�x MAC Address 
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4.2 Reseller/installer  

4.2.1 Add a reseller/installer account  

1. Here are the steps to add a reseller/installer account  

�‹  Step 1: Go to Reseller/installer column and click Add to add a reseller/installer 

account.   
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�‹  �6�W�H�S���������)�L�O�O���L�Q���U�H�V�H�O�O�H�U���L�Q�V�W�D�O�O�H�U�ÿ�V���L�Q�I�R�U�P�D�W�L�R�Q�����&�R�P�S�D�Q�\���Q�D�P�H�����(�P�D�L�O���D�Q�G��

language are necessary. Please make sure email is right because Email will be 

�U�H�V�H�O�O�H�U���L�Q�V�W�D�O�O�H�U�ÿ�V���D�F�F�R�X�Q�W�����$�Q�G���3�D�V�V�Z�R�U�G���Z�L�O�O���E�H���V�H�Q�W���W�R���W�K�L�V���H�P�D�L�O���D�G�G�U�H�V�V�� 

 

4.2.2 Manage reseller/installer account  

1. After  registering  a reseller/installer account, you can edit, delete, check it, and 
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resend the registration email or manage their licenses.  

 

4.2.3 License Management  

1. The license is necessary for the residents to use the app. Every DNAKE Smart Pro 

app host user needs one license to have the app service. You can find different 

types of services: 

�z With Indoor Monitor:   

Refers to the P2P solution with Indoor Monitor (Indoor Monitor must be 

installed for each household).  

�z Without Indoor Monitor :  

Refers to the P2P or SIP solution without Indoor Monitor. If you are among the 

SIP-supported countries and the device you use support SIP solution, the 

platform will choose SIP solution automatically.  

Please refer to Appendix A: SIP or landline supported countries and regions  

for SIP-supported countries  
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�z Value -added Services:  

Refers to some premium services like SIP call and landline feature. This service 

is based on Door Station Direct Call SIP solution. 

Please note that value -�D�G�G�H�G���V�H�U�Y�L�F�H���F�D�Q�ÿ�W���E�H���W�D�N�H�Q���E�D�F�N���L�I���L�W�ÿ�V���X�V�H�G�� 

�z Remote Management : 

Enables property managers to use the Smart Pr o, ensuring they stay 

connected while on patrol. With this functionality, security personnel no 

longer need to worry about missing calls. This enhances communication and 

allows property managers to provide better services to residents.  

As a distributor, you are allowed to increase or reduce the amounts of different 

types of services for reseller/installer.  
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4.3 License Log 

1. You can check the amount of license you have and license log. 

 

4.4 My message 

4.4.1 Send messages to reseller/installer  

1. Here are the steps to send messages to reseller/installer 

�‹  Step 1: Go to My message column and click Add to edit a message. 
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�‹  Step 2: Fill in message title and message content. Choose the recipient and the 

delivery time.  

 

�‹  Step 3: Click the message. You can check the message detail. 
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5. Reseller/Installer  

 

5.1 Home page  

1. Here is the dashboard for tracking the number of sites and devices. Also, the  

quick operation to create a new community, new single -family home, etc . 

 

5.2 Property M anager  

5.2.1 Add a property manager account  

1. Here are the steps to add a property manager account  

�‹  Step 1: Go to Property M anager column and click Add to add a property 

manager account.  



  

 

27 

 

 

�‹  �6�W�H�S���������)�L�O�O���L�Q���S�U�R�S�H�U�W�\���P�D�Q�D�J�H�U�ÿ�V���L�Q�I�R�U�P�D�W�L�R�Q�����&�R�P�S�D�Q�\���Q�D�P�H�����(�P�D�L�O���D�Q�G��

language are necessary. Please make sure email is right because Email will be 

�S�U�R�S�H�U�W�\���P�D�Q�D�J�H�U�ÿ�V���D�F�F�R�X�Q�W�����$�Q�G���3�D�V�V�Z�R�U�G���Z�L�O�O���E�H���V�H�Q�W���W�R���W�K�L�V���H�P�D�L�O���D�G�G�U�H�V�V�� 
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5.2.2 Manage Property Manager account  

1. After  registering a property manager account, you can edit, delete, check it, and 

resend the registration email.  

 

5.3 Site 

5.3.1 Add a Community  

1. Here are the steps to add a community 

�‹  Step 1: Go to Site column and click New Communit y to add a new 

communit y. 
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�‹  Step 2: Fill in community  information. Community  name and Country/Region 

are necessary.  

Allow  Residents Register Face: 

It is the face recognition function. If you have Door Station with face 

recognition function, you can enable it for app users to upload their face data 

via app. 

Remote management:  

It is used to configure whether the property manager is allowed to manage 

Villa Station as an access control device. If enabled, the property manager 

will see the device when creating access control. If disabled, the property 

manager will not have the perm ission to create access control for Villa 

Station.  

Sync Resident to Phonebook by default : 

It's used to configure whether "Sync to Phonebook on device" is enabled on 

the resident setting page of this site.  If enabled�È"Sync to Phonebook on 

device" will be enabled by default.  Otherwise�Èit will be disabled by default.  

Report Device Anomalies : 

It is used to configure whether to send a report to the administrator when an 

abnormality occurs on the device.  
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5.3.2 Manage Community  

1. After  creating a community , you can edit, delete, check it  and auto deploy  log, 

or click the Site Management icon or Name  of community  to jump to Site 

management page  to manage devices , apartments and residents  of this 

community . 
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5.3.3 License Management  

1. The license is necessary for the residents to use the app. Every DNAKE Smart Pro 

app host user needs one license to have the app service. You can find different 

types of services: 

�z With Indoor Monitor:   

Refers to the P2P solution with Indoor Monitor (Indoor Monitor must be 

installed for each household).  

�z Without Indoor Monitor:  

Refers to the P2P or SIP solution without Indoor Monitor. If you are among the 

SIP-supported countries and the device you use support SIP solution, the 

platform will choose SIP solution automatically.  

Please refer to Appendix A: SIP or landline supported countries and regions  
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for SIP-supported countries  

�z Value -added Services:  

Refers to some premium services like SIP call and landline feature. This service 

is based on Door Station Direct Call SIP solution. 

Please note that value -�D�G�G�H�G���V�H�U�Y�L�F�H���F�D�Q�ÿ�W���E�H���W�D�N�H�Q���E�D�F�N���L�I���L�W�ÿ�V���X�V�H�G�� 

As a reseller/installer, you are allowed to increase or reduce the amounts of 

different types of services for  sites. 

 

5.3.4 Device and Resident  Management  

Within the left - side Community classification module, users can add "New 

Building" to enter basic information of newly added buildings and "Public Areas" 

to manage shared space information, including the main entrance, laundry room, 
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delivery room and parking lot.  

1. Here are the steps to create a community  

�‹  Step 1: Click New Public Area to create a new public area or directly rename 

the existed public  area. Then click the Public Area you�ÿ ve created to manage 

the devices inside.

 

�‹  Step 2: Click Add Device, then select or fill in the device basic information like 

device type, MAC address and device name, etc. Then click save to finish it. 



  

 

34 

 

 

�‹  Step 3: Go back to site management page and click New building to add a 

new building. Then select the building number and fill in the building name. 

 

�‹  Step 4: Click the building you �ÿ ve created and click Add Apartment to add a 

new apartment. Apartment number and license selection are necessary when 

creating a new apartmen t.  
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�‹  Step 5: You can select to add a new resident on the same page.  

 

Noted:  Without Indoor Monitor  license must be selected  when there is no 

indoor monitor online on the cloud, and that With Indoor Monitor  license 
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should be chosen when there is indoor monitor available. For scenarios 

involving no calls, such as learning or testing purposes, " Not use " can be 

selected. Once a license With or Without Indoor Monitor  is selected, the 

choice cannot be modified. If modification is required, the original apartment 

(apt) must be deleted and re -added. However, deleting the apartment will 

result in the removal of all residents within the corresponding room.  

�‹  Step 5: Click Device, then Add Device to add a new device.  
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Noted: Indoor Monitor can receive call via SIP Server  

The indoor monitor support receive d the call via local network and SIP server. The 

benefit of SIP Server is that door station and indoor monitor support public 

network calling, allowing communication between devices even when they are not 

within the same local area network (LAN). Devices can operate across different 

networks, providing greater deployment options.  

�‹  Step 6: Click Resident, then Add Resident to add a new resident.  
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Noted:  The cloud platform now supports using a single email account to join 

multiple households. The same account can act as the owner or a family 

member in up to 20 different households.  

Additionally, a single email account can serve both as a household owner or 

member and as a community property manager at the same time. 
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5.3.5 QR code for tenant  self-registration  

The system supports generating a unique QR code for each tenant. By simply 

scanning the QR code, tenants can independently complete the APP registration, 

bind their resident information, and associate with the devices�üwithout requiring 

the property manager to manually enter email addresses or create accounts.  

1. Here are the steps to generate a QR code for tenant self-registration  

�‹  Step 1: Go to Site and create a community. Fill in the necessary information 
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including name, country/region. And e nable Register Account in the APP. 
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�‹  Step 2: Go to the site created and create a new building. 
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�‹  Step 3: Select the building created and create a new apartment. And after 

selecting No Use or Without Indoor Monitor, Generate Apartment QR Code 

will be shown. Enable it and set the scannable times. 
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�‹  Step 4:  Click details of dedicated apartment, the QR code will be shown.  It�ÿ s 

allowed to download the QR code.  
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5.3.6 Landline  

1. Here are the steps to enable landline feature 

�‹  Step 1: Make sure the device added can support landline feature.   

�‹  Step 2: Navigate to Site , click Community, select the desired community, 

then choose the corresponding building  to check the apartments.  
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�‹  Step 3: Click Edit to open the settings for the apartment you want to  

configure landline  

 

�‹  Step 4: Enable Value-added Services, then select the call type and fill in the 

phone number you want to use  
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5.3.7 Add a Single -Family  

1. Here are the steps to create a single-family  

�‹  Step 1: Click Single-Family, then New Single-Family to add a new single-

family.  
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�‹  Step 2: Click Single-Family, then New Single-Family to add a new single-

family. Name, country/region and license selection are necessary. You can 

select to add device to this site on the same page.  
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�‹  Step 3: Click Device, then Add Device to add a new device to this site. 

 

 

�‹  Step 4: Click Resident, then Add Resident to add a new resident. 
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5.3.6 Report Device Anomalies  

1. It is used to send a report to the administrator �ÿ�V���H�P�D�L�O when an abnormality 

occurs on the device. 
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5.4 Device 

5.4.1 Add Device 

5.4.1.1 Add in batch  

1. Here are the steps to add devices in batch  

Step 1: Go to Device column and click  Templat e Download to fill in the devices �ÿ  

information .  

 

Step 2: Click Add Device, Add in batch, then upload the template to add devised to 

this site. 
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Noted: Indoor Monitor can receive call via SIP Server  

The indoor monitor support receive d the call via local network and SIP server. The 

benefit of SIP Server is that door station and indoor monitor support public 

network calling, allowing communication between devices even when they are not 

within the same local area network (LAN). Devices can operate across different 

networks, providing greater deployment options.  

 

5.4.1.2 Add one by one  

�‹  Step 1: Step 1: Go to Device column and click Add Device to add a device. 
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�‹  Step 2: Click Add one by one. 

 

�‹  Step 3: Select the site and f �L�O�O���L�Q���G�H�Y�L�F�H�ÿ�V���L�Q�I�R�U�P�D�W�L�R�Q�����'�H�Y�L�F�H���7�\�S�H, MAC address, 

device number and device name should be filled in or chosen according to your 

device and needs. All of the other settings will be synced to your device.  
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Noted: When adding devices to Community , the Applying Area  option allows you 

to specify whether the device is Private  or Public . 

�x Private : The device cannot be added to the Access Rule by the property 

manager. It will not appear in the device list under Access Rule. 

�x Public : Vice versa. 

5.4.1.3 Automatic Device Deployment to the Cloud Platform  

�‹  Step 1: Create a project on the cloud platform. For detailed instructions, refer 

to section 5.3.1. 

�‹  Step 2: Enter the SiteID in the designated field and enable "Automatic 

Deployment" by toggling the switch. Then, fill in the Building No, Unit No, and 
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Room No fields accordingly.  

5.4.2 Replace device  

It�ÿ s only supported to replace device with same model.  

1. Here are the steps to replace a device 

�‹  Step 1: Go to Device column and click Replace Device to replace this device. 

 

 

�‹  Step 2: Fill in MAC address of the new same-model device. You can also 

change its network.  
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�‹  Step 3: The platform will check the status of the device.  

 

�‹  Step 4: After that, the data will be transferred to the new one.  
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5.4.3 Access device webserver  

1. Here are the steps to access device webserver 

�‹  Step 1: Make sure the device firmware is the latest with FRP service. 

�‹  �6�W�H�S���������9�L�V�L�W���G�H�Y�L�F�H�ÿ�V���F�R�Q�I�L�J���S�D�J�H���Z�L�W�K���L�W�V���,�3���D�G�G�U�H�V�V���O�R�F�D�O�O�\�����7�K�H���G�H�I�D�X�O�W��

account is admin and password is 123456. 

�‹  Step 3: Go to System > Remote Access to allow this feature. 
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�‹  �6�W�H�S���������*�R���E�D�F�N���W�R���F�O�R�X�G���S�O�D�W�I�R�U�P�ÿ�V���'�H�Y�L�F�H���!���0�R�U�H���!���$�F�F�H�V�V���'�H�Y�L�F�H��

Webserver 

 

�‹  Step 5: Click Open to browse. The device webserver will open in a new 

window. Access will remain valid for 30 minutes.  
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5.4.4 Device Relay Setting  

�‹  Step 1: Go to Device column and click More > Relay Setting behind the device 

to configure the relay.  

 

�‹  Step 2: Select the replays you need and configure the relay and dry contact by 

yourself. When residents log in to Smart Pro and click the unlocking button of 

the entrance device, relays with inactive  status in the relay list will be hidden. 

When there is only one relay in an "active" state on the entrance device, 
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clicking the unlocking button will skip the relay list selection and directly 

unlock the door.  

 

5.4.5 Reboot  the device.  

�‹  Step 1: Go to Device column and click More > Reboot behind the device to 

configure the relay.  
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5.4.6 Enable Daylight Saving Time   

�‹  Step 1: Click More, then Edit . 

 

�‹  Step 2: Enable daylight saving time . 
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5.5 License Log 

1. You can check the amount of license you have and license log. 
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5.6 Update -Firmware List (OTA)  

1. Choose the corresponding Device Type, Model and Firmware Version according 

to the device. After choosing, the devices can be selected to upgrade and 

Upgrade Time can also be set. 

 

5.7 Update -Upgrade  Log (OTA) 

1. The log of upgrade . 
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5.8 My message 

5.8.1 Send messages to property manager  

1. Here are the steps to send messages to property manager 

�‹  Step 1: Go to My message column and click Add to edit a message. 

 

�‹  Step 2: Fill in message title and message content. Choose the recipient and the 
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delivery time.  

 

�‹  Step 3: Click the message. You can check the message detail. 
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5.9 Log 

5.9.1 Configuration log  

1. You can check configuration logs of this community �ÿ s devices. You can view 

the records for recent one month.  

 

5.9.2 Device tasks 

1. Here records operation logs related to device management, including deletion 

and replacement activities, ensuring traceability and accountability.
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5.10 Switch to Property Manager  

1. Please make sure you linked the project to this Reseller/Installer account when 

creating it. After doing so, you may find you can switch to manage the project on 

the upper right corner. You can also switch back to Reseller/Installer.   
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Noted: In our system, a site  can be defined as a single -family house  or a 

community . A single-family house normally does not have property 

management, which means it cannot be managed under a property management 

account. By contrast, a community site is managed by property manager, so 

when we switch to the property management account, only community  sites can 

be managed. 

5.11 Technical Supporter  

1. Here are the steps to create the contact for Property Manager to seek technical 

support.  

�‹  Step 1: Go to Account > Technical Supporter.  
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�‹  Step 1: Fill in the information about the technical support.  

 

  



  

 

70 

 

6. Property Manager  

 

6.1 Home Page 

The �G�D�V�K�E�R�D�U�G���S�U�R�Y�L�G�H�V���D�Q���R�Y�H�U�Y�L�H�Z���R�I���W�K�H���V�\�V�W�H�P�ÿ�V���P�D�L�Q���I�X�Q�F�W�L�R�Q�V��

 

6.1.1 Security alarm  

1. The Active Security Alarm section displays real-time alarm information, 

including the location, the device that triggered the alarm, and the corresponding 

alarm zone. You can click  more to check more alarms.   
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6.1.2 Quick Operation  

1. Quick Access panel allows administrators to quickly add new residents, create 

new access rules, or post announcements and notifications to residents.  

 

6.1.3 Information  

This area gives a summary of system resources, showing the number of connected 

devices, configured buildings, registered apartments, and residents.  
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6.1.3 Access Analysis 

Here administrators can view whether an entry attempt was successful or failed, 

check snapshots taken during the attempt, identify the resident and their 

apartment, and see details such as the device used, the unlocking method, the 

result, and the exact ti me of the event. The system displays up to the latest ten 

records for review, and it also provides daily, weekly, and monthly reports for 

statistical analysis. 

 

6.1.4 Call Analysis 

Here presents statistics on communication activities. It records the total call 

duration and allows the data to be viewed by day, week, or month, giving 

administrators insight into system usage.  
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6.2 Site 

6.2.1 Device management  

6.2.1.1 Synchronize all residents �ÿ  data  

1. If it failed to synced, you can click it to sync manually.  

 
































