DNAKE

User Manual

DNAKE Cloud Platform



DNAKE

Contents
I T01 (o T 11Tl o o o 1PN 1
1.1 INEFOAUCTION Lottt s 1
1.2 Introduction Of SOME ICONS ..ccuverieriirieneciereeeeeeee e 2
1.3 Supported devices and SOIULIONS......cccccevvieriiieniieinieececeee e, 3
2. Login and LOZOUL.........cceiiiiineeiiiiiiinneniicceneetnecseneesssssenne 10
2.7 LOGIN @NA LOGOUL.....eiiuiieiiiiiieeiee sttt ettt st 10
2.2 FOrget PASSWOIM ......cciiieriiiiieeieesieesieesreesieeeseeessaeesreeseneesaseesaseesanes 12
3. Personal Center and System Messages............cceeeeeeeeenenes 14
3.1 Basic iNfOrmMation ........oocvevierienienieneeeeeeeeee e 14
3.2 Change PasSWOrd ......c..eoiiiiieeiiienieenieesre ettt 14
3.3 LOZIN SEUEINES..ceiiiiiiieeeiiiiteeeeiitee ettt st ee s s ee s ssabaeeeesaas 15
3.4 SYSLEIM MESSAZE ....eviieiiiiiiieieeeee et 16
4. Distributor ...ttt 18
4.1 ManNage the deVICE ....ccuivvuiiriiirieeieeee et 18

4.2 SUD-DISTIIDULOLN oottt eeeeeeeeeeeeseeeeeeaeanaaeeesseeseenees 19



DNAKE

4.3 Reseller/INStaller......o e 24
A4 LICENSE LOZ..uiiiuriieeiieeiiiie ettt ettt ettt sree e snaeeeas 28
4.5 MY IMNESSAEE «..evvieeeeiiiieeeeririeeeerirtte e e ssitreesssbrteesssareeeesssnsseeesssssnneeesans 29
5. Reseller/Installer...........coooeiiiiiuneeneniiiiicciinnisinneeenenneccsnnnn. 31
5. T HOME POttt e s e s s rae e s e 31
5.2 Property MAnNAEN .......eeeeiueieiiieeeeieeeeiieessreeesree e s e ssnreessreeesneee s 31
D3 St ettt et st b e st be st saeeas 33
5.4 DBVICE ..ottt ettt sttt st e e re e e e 59
5.5 LICEBNSE LOG..uiiiiiiiiiieieeiiiee ettt e s s e s s e s 68
5.6 Update-Firmware LiSt (OTA)......covieerierrienieeniee et seeesiee et siee e 69
5.7 Update-Upgrade LOZ (OTA)...ccciirieerieerieerieesieesieesveesineesenessaeesveens 70
5.8 MY MESSAEE ..cooiiiiiiiieiiiiiiee ittt e s s e e s 70
5.0 LOE ittt e e e s s ae e e e s nannee 72
5.10 Switch to Property Manager........coccevveeeieeniieeniieenieeneeesiee e 73
5.11 Technical SUPPOITEN ..ccvvieieeeiiecieesee ettt 74
6. Property Manager ..............ccviiiiiimrmmmneneeicsiiicennnneenneneeeeenees 76

6.1 HOME PAZE ...ttt e s sban e e 76



DNAKE

5.2 SITE 1ottt et st be st 79
6.3 ACCESS CONLIOI .eiiiiiieiiieite ettt s 90
6.4 LICENSE LOZ..ciiiiiiieiiieeiieeeitee ettt ettt st 105
6.5 SECUNTY AlarM ...t 106
6.6 MY MESSAEE ....eiiiiiiiieeeettee et e s s snreee e s 106
0.7 LOE ettt e s s 108
6.8 AdMINISTrAtOr ...eeiieiieieeeeeee e 110
6.9 AQVANCEA...ccuiiiiiieiiteeeeete ettt ettt e st st e e saaeen 114
6.10 Contact Technical SUPPOIt.....c.covvveerieiriieiiecee e 116
7. APPENIX Al ....ceeeerereeeeeneeeeeeessssssssssssssssssssssssssssssssssssssssssssssss 117
American data center: (https://us-cloud.dnake.com) .......ccccceeeueennen. 17
European data center: (https://eu-cloud.dnake.com)......c.ccceceruennee. 118
Indian data center: (https://ind-cloud.ss-iot.com/login).................... 120



DNAKE

1. Introduction

1.1 Introduction

1. The DNAKE Cloud platform has 3 kinds of accounts: Distributor, Sub-

distributor (optional) , Reseller/Installer, and Property Manager. Different

users have unique functions on the platform. Here is the table for you to have

a look at the distinctions.

2. Reseller/Installer can also create sites and switch to sites to manage as a

Property Manager.

3. One Property Manager can manage multiple sites.

System Message System Message

2 Personal Center Personal Center

4 Reseller/Installer Property Manager

5 / Project

6 / Device (Management)

7 License Log License Log

8 / Update (Firmware List &
Update List)

9 My message My message

10 / /

System Message
Personal Center
Device (List)

Apartment

Resident (Resident & Access
Control)

License Log
Security Alarm
My message

Log
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1.2 Introduction of Some Icons

1. The icons you may see in the platform.

Edit Hide search
Delete Refresh
: Synchronize All Residents
Details
data.
Resend Email Resident Details
Device Edit Value-added Services

License Management

Renew

Sync again

Set as Owner

Replace Device
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1.3 Supported Devices and Solutions

1. We are developing and adding more features to the platform and the
DNAKE Smart Pro app. Some devices are supported now, while some will be
supported in the near future. Please refer to the table below for the supported

models:

(1) Door Station Without Indoor Monitor

o Requirements: The Door Station must be connected to the internet,
registered on the SIP server, and added to the platform.
o Setup: Select "Without Indoor Monitor" license when creating an

apartment (Without indoor monitor license will be used).

Internet
Connected

(2) Door Station With Indoor Monitor
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o Requirements: The door station and indoor monitor should both be
connected to the internet and added to the platform.

o Door Station should support being registered to the SIP server;

o Setup: Choose " With Indoor Monitor " license when creating an

apartment (With indoor monitor license will be used).

Internet Internet
Connected Same LAN Connected
P2P Call

Sip g
Cayp -~

-

(3) No Door Station, but With Indoor Monitor

« Requirements: The indoor monitor should be connected to the internet

and added to the platform.
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o Setup: Select " With Indoor Monitor " license when creating an

apartment (With indoor monitor license will be used).

Internet
Same LAN Connected

P2P Call

Transfer Call

!
I
[
A4

(4) Local Network Call (With Indoor Monitor)

o Requirements: This configuration operates without an internet
connection, using a local network for P2P (peer-to-peer) calls.

« User Setup: No specific setup for SIP server registration is needed as the
call is local.

« No Internet required.
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No

Internet Same LAN I No
nternet

P2P Call

(56)  Public Network Calling (With Indoor Monitor)

® C(Cloud Connectivity: The door station and indoor monitor connect to
their designated network and register with the cloud.

® Seamless Communication: Once both devices are connected to the
cloud, they can establish calls without the need to be in the same LAN
environment.

® Flexibility: Devices can operate across different networks, providing

greater deployment options.
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2. Support devices

SIP Call

Cloud
Platform

Device type

Model

Door station (SIP Call)

C112

5212

S213K

S213M

S215

S615

S617

5414

Indoor Monitor

E214

E216

E217

A416

E416

H618

Master Station

902C-A

Access Control

ACO1

ACO02

ACO02C

IP Kits

IPKO6

IPKO7
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IPKO8

TWKO1
TWKO02
TWKO3
TWKO04

TW Kits

Elevator Control Module EVC-ICC-A5

3. DNAKE provides different solutions.

With Indoor Monitor:

Refers to the P2P solution with Indoor Monitor (Indoor Monitor must be

installed for each household).

Without Indoor Monitor:

Refers to the P2P or SIP solution without the Indoor Monitor. If you are
among the SIP-supported countries and the device you use supports the
SIP solution (e.g., S615 SIP updated with

904D_0_1_1_40_SIPV1_4 21_GA_20231123), the platform will choose the

SIP solution automatically.

Please refer to Appendix A: SIP or landline-supported countries and

regions for SIP-supported countries

Value-added Services:

Refers to some premium services like SIP calls and landline features. This

service is based on the Door Station Direct Call SIP solution.

Please note that value-added service can't be taken back if it's used.
8
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® Remote Management:

Enables property managers to use the Smart Pro, ensuring they stay connected
while on patrol. With this functionality, security personnel no longer need to
worry about missing calls. This enhances communication and allows property

managers to provide better services to residents.
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2. Login and Logout

2.1 Login and Logout

2.1.1 Login
1. Log in to your account in a web browser

€ Step 1: Provide your email and information to DNAKE or DNAKE partners
to register an account. You will receive the account password in your email

inbox.

Welcome to Dnake loT Platform!

ne-reply To Mine

Dear user:
You have successfully registered the Dnake loT Platform, the account password is:

Username:

Password: |
Please use the account and password to log in through the Dnake 10T Platformchttps://us-cloud dnake.com

Sincerely,
Dnake team
(This is an email sent by the system automatically, please do not reply)

€ Step 2: Please enter the platform website and log in with your account.
Different regions have different data centers. Please go to the URL according

to the different regions.

European data center: https://eu-cloud.dnake.com.

American data center: https://us-cloud.dnake.com.

Indian data center: https://ind-cloud.dnake.com

10
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Please refer to the appendix A for checking your country or region’s data

center.

DNAKE Cloud Platform

2.1.2 Logout
Click your personal account in the upper right-hand corner and log out.

DMNAKE o ﬂ—-
. B twracasl e
[ Home page :

e WELCOME

2 My message
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2.2 Forget password

1. Recover your password

€ Step 1: Click Forget Password?

DNAKE Cloud Platform

€ Step 2: Enter your email and click Next.

DNAKE

Forget Password

€ Step 3: The platform will send you an email to change your password.

Please check your email inbox.
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Sent
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| o ceply w v

Tor s

121720 1543 Fade Dietnil |
From: na-repty< ro-replpdnake com
T
Time: 2002125608 (@1=) 1530 O
She 283
Drgar uzar:
The Tollowing is the Srik to reirsws your password [vaid within24 haursh. Flaase change your passarced theough this ink:
—— S . St = g g ¥ e = T— T — = T
Srcendly,
Dnaks e3m
(This i 0 email st by the syvbem putomatically, pleaze da rot raphy

€ Step 4: Please set a new password according to the rule and try to log in

with the new password.

Account Security

13
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3. Personal Center and System Messages

3.1 Basic Information

1. You can check the details of the account you log in to. You can find your phone
number, email address, role, project, creation time, or nickname, and so on. You

can even change the profile photo.

DNAKE o ©On

| Home page Personal Information

o
Biic IRl n
£ Ressler/installer
Change Pasawad
4 Licence Log
asage

3.2 Change Password

1. If you want to change your password, please click Change Password to edit.
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DNAKE 2 g8

| Home page Personal Information

% Reasler/installer

B My meéssage

3.3 Login Settings

1. It is used to configure whether you need to fill in the verification code when
you login the platform. It can help you to protect your account from being stolen.
If it's enabled, the platform will send you a verification code to your email (the
same as your account). After you click "Log in" on the login page, you should fill
in the correct code before logging in. If it's disabled, you will log in directly after

you click "Log in".



DNAKE

LWAKE

3.4 System Message

1. System message comes from your upstream characters. For example, if you
are a reseller, you will receive messages from distributors/sub- distributor and

you can also send messages to your downstream customers.

16
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DNAKE

Home page Systern Message
Devica The quantity of your license has been chan
"
Resealier/Installer
The quantity of your license has been chan

Licencelog  apseas S

My message
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4. Distributor

4.1 Manage the device

€ Distributors can now access the Device menu to view devices added by
their associated resellers or installers. This feature provides visibility into

device distribution while maintaining hierarchical management.

The Device menu includes the following details:

o Site: The site associated with the device.

o Reseller/Installer: The reseller or installer who imported the device.

o« Device Name

. Type
e Model
o Status

« MAC Address
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.............

4.2 Sub-Distributor

A Distributor can create up to 4 Sub-Distributor accounts. Sub-Distributors

inherit the same permissions and system access rights as the Distributor.

4.2.1 Add Sub-Distributor Account
How to Create a Sub-Distributor

€ Step 1: Go to the Sub-Distributor column and click the Add Sub-Distributor

button in the upper-right corner.
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s

0 Compan: 5 Aacygtian tmall tiama Qomain Tyse Frcne Ermaned Time Opmatian

€ Step 2: Fill in Sub-Distributor information. The Company, Email, and
Language fields are required. You can also enable or disable the permission
that allows the Sub-Distributor to create additional Sub-Distributor
accounts. Please make sure the email is right because the email will be the
reseller/installer's account. And the password will be sent to this email

address.

§
o
a
]

=  Sub.chstibutor | Now Sub-Distribetor

20
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4.2.2 Manage Sub-Distributor Account

1. After creating a Sub-Distributor, you can click Details to view the detailed

information of the Sub-Distributor.

Bomam Type Przae Crantad Time Omsration
s
[, L
-
e
- "
"
o e Bl L= 1ad [N ™8 ' ]

2. You can also click License Management to manage the licenses of the Sub-

Distributors. As a Distributor, you are allowed to increase or reduce the

amounts of different types of services for a Sub-Distributor.
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Licencs Management

1 Uicaius Smouns St yies kv mow

10 10 5 5

A ez Mersian Witz ubocr Mersios Vare bt Servien Renests Mavagerroni

1 License amount mat zompany Keep 00w

1, Company: D Test

3. Finally, you can click the menu button to edit the Sub-Distributor information,

resend the registration email, or delete the Sub-Distributor account.

B Sub-fisbbutar ] Cokpasy Adrlptisn Estsal| Hama Dnadn Tywe Phad Craated Tis Quidation

Besuller instalier [ - - .- —_ —— . — -

4.2.3 License Management

1. The license is necessary for the residents to use the app. Every DNAKE Smart
Pro app host user needs one license to have the app service. You can find

different types of services:

® With Indoor Monitor:

Refers to the P2P solution with Indoor Monitor (Indoor Monitor must be

installed for each household).

22
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® Without Indoor Monitor:

Refers to the P2P or SIP solution without the Indoor Monitor. If you are
among the SIP-supported countries and the device you use support SIP

solution, the platform will choose SIP solution automatically.

Please refer to Appendix A: SIP or landline supported countries and

regions for SIP-supported countries
Value-added Services:

Refers to some premium services like SIP call and landline feature. This

service is based on Door Station Direct Call SIP solution.
Please note that value-added service can't be taken back if it's used.
Remote Management:

Enables property managers to use the Smart Pro, ensuring they stay
connected while on patrol. With this functionality, security personnel no
longer need to worry about missing calls. This enhances communication

and allows property managers to provide better services to residents.

23
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4.3 Reseller/Installer

4.3.1 Add a Reseller/Installer Account

1. Here are the steps to add a reseller/installer account

€ Step 1: Go to the Reseller/installer column and click Add to add a

reseller/installer account.

€ Step 2: Fill in reseller/installer’'s information. Company name, Email and
language are necessary. Please make sure the email is right because the
email will be the reseller/installer's account. And the password will be sent
to this email address. On this page, you can enable or disable the

permission for the Reseller/Installer account to create resident accounts.

24
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& Receller/Instalir / New Resellar/Installer

4.3.2 Manage Reseller/Installer Account

1. After creating a Reseller/Installer account, you can click Details to view the

detailed information of the Reseller/Installer.

DNAKE o -

Subed g irkeaton o Cormgany Actsiprtion Email Hame Flrowss. Craatet Tirs w ation
T . 1 e & -
Wy mesaage

25



DNAKE

S |
5o
™ e
™ W .

= Mlaa e T e ol e Tl

2. You can also click License Management to manage the licenses of the
Reseller/Installer. As a Distributor, you are allowed to increase or reduce the

amounts of different types of services for the Reseller/Installer.

DNAKE

w Home pege

o s Eaa=
4 Subr-zestributer <] Compamy Ascrigton Email Ma Fhons Craated Tine

A Rualio] Inatalisr e i b e i - e gy i u - =[] -

I Licence Log

— X PR iy . /
CT Mysmmdsige
ems i

Ucence Mansgement
| Liownsw amount that you kesp now
10 10 5 5
U o Mot Wit et Morstis Ws e Tarices Ramets Massgrsnl

1 License amaount that company keep sow

%, Company: D Test |
WIS Lehoat Msliax 0 “w
Witas bndcor Wredder 0 «n
Veles attuat Sirsezn. 0 w0
Remcte Waragenet 0 -0
Remabz
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3. Finally, you can click the menu button to edit the Sub-Distributor information,

resend the registration email, or delete the Sub-Distributor account.

4.3.3 License Management

1. The license is necessary for the residents to use the app. Every DNAKE Smart
Pro app host user needs one license to have the app service. You can find

different types of services:

® With Indoor Monitor:

Refers to the P2P solution with Indoor Monitor (Indoor Monitor must be

installed for each household).

® Without Indoor Monitor:

Refers to the P2P or SIP solution without the Indoor Monitor. If you are
among the SIP-supported countries and the device you use support SIP

solution, the platform will choose the SIP solution automatically.

Please refer to Appendix A: SIP or landline-supported countries and

regions for SIP-supported countries

® Value-added Services:
27
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Refers to some premium services like SIP calls and landline features. This

service is based on the Door Station Direct Call SIP solution.

Please note that value-added service can't be taken back if it's used.

® Remote Management:

Enables property managers to use the Smart Pro, ensuring they stay
connected while on patrol. With this functionality, security personnel no
longer need to worry about missing calls. This enhances communication

and allows property managers to provide better services to residents.

As a distributor, you are allowed to increase or reduce the amounts of different

types of services for reseller/installer.

weith b ool Wikt vdau Mool Vs added Savken It Masagatial|

[ Company: L *

4.4 License Log

1. You can check the number of licenses you have and the license log.

28
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4.5 My message

4.5.1 Send Messages to Reseller/Installer
1. Here are the steps to send messages to the reseller/installer

€ Step 1: Go to the My message column and click Add to edit a message.

DINAKE o . 1
Dl S N—— T R K. :
-

€ Step 2: Fill in the message title and message content. Choose the recipient

and the delivery time.
29
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€ Step 3: Click the message. You can check the message details.

DNAKE L

[ Hemepige
] Dwvica

B fub-distritutor

L upelurasisier 1% 122

Lizanis Log bnsinei | DAt A0]

enemed e il i d—

bemasan e |- . o)
B My moasage —=

12
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5. Reseller/Installer

5.1 Home page

1. Hereis the dashboard for tracking the number of sites and devices. Also, the

quick operation to create a new community, a new single-family home, etc.

Welcome Resslior/lostalier ~

o o Sites Quick Operation
[ Property Manager
2 1 _ 3
vice o ¢
Greste New Communty
Log
[ Updste v Device
7] o)
(L] )
v.ne 9 AdS Narw Duvice Al New Propertrianager
6 ~  Door Station «0 «2 . -
Loy
T Villa Station =0 L
— Indoor Monitor .0 «2 ey

Access Control =0 o1

5.2 Property Manager

5.2.1 Add a Property Manager Account
1. Here are the steps to add a property manager account

€ Step 1: Go to the Property Manager column and click Add to add a property

manager account.

31
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DN,QKE Welcame Reseller/installer « e ﬂ

i Home page

[ Property Marager 4 add hiew Froperty Manager
=1 Site {L+] Sitn Company Errusil MName Phone Crested Thme Operstion
(] Device TOPS-CEE 16087

L Lisence Log

a1 1Eipage (1]
T Update w

7 My message

| Log

€ Step 2: Fill in the property manager's information. Company name, Email
and language are necessary. Please make sure the email is right because
the email will be the property manager’s account. And the password will be

sent to this email address.

DNAKE Welcoms Rezellet/instalier + & 8
4 Home page + New Proparty Manager Sty Maneger | Mew Property Manmger
[ Property Manager . .
L Sie
Ermail *
] Device
1 Licence Log ':."""“"“'._ b
T Update .
i ame
7 My message
] Log - Lot maime
Sy ingen
P
Bamarics

32
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5.2.2 Manage Property Manager Account

1. After registering a property manager account, you can edit, delete, check it,

and resend the registration email.

+ Add New Property Managar

[1+] Site Company Ermail Mame Phone Creatad Time Oparation
PRAET I2266T S Tech 123[Egmail.com = - 2025-DB-18 14:08:16
Detads
Totaln  10/page .
T Dabate
.
5.3 Site

5.3.1 Add a Community

1. Here are the steps to add a community

€ Step 1: Go to the Site column and click New Community to add a new

community.

Wehcome  Reacllen/nstaller

il Home page

Community Sirgle-Farmily
% Propaity Manager —_—

T Device Maeme Sitm 1D Broperty Mansger Created Tima DOperation
& Licence Log
i Update

= My message

=] Log
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€ Step 2: Fill in community information. Community name and

Country/Region are necessary.

Welcome Reseller/installer =

| Home page 4 Site / New Community

 Property Manager Commusity nmme -

= site
CourryFagien
fil Device
& Licence Log
i update
More =

My message

%l Log

€ C(lick More to manage additional permissions for the site, or manage them

later by selecting Edit under the Operation option on the Site page.

Welcome Reseller/ installer =

| Home page 4~ Site | New Community

i Property Manager

Community nmme
= site

Courtry/Ragion
il Device
& Licencze Log
i Update

u
My message /

=] Log

Resident Permissions

In this section, you can manage resident permissions, including registering

34
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Face ID and accounts in the app, as well as creating temporary keys.

1) Residents Register Face ID:

It is the face recognition function. If you have a Door Station with
face recognition, you can enable it so app users can upload their

face data via the app.

2) Residents Register Account:

It is used to determine whether residents have permission to

create an account in the APP.

3) Residents Create Temp Key:

It is used to configure whether residents have the permission to
create temp keys in the APP. If enabled, residents can create temp

keys in the APP for visitor access.

Access Control Permission

In this section, you can manage Access Control Permissions, including Config

Private Devices on the Platform and Allow Offline Devices to Verify QR Codes.

1) Config Private Devices on the Platform

It is used to configure whether the property manager is allowed to
manage Villa Station as an access control device. If enabled, the

property manager will see the device when creating access control.

35
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If disabled, the property manager will not have permission to

create access control for Villa Station.

2) Allow Offline Devices to Verify QR Code

It is used to configure whether the QR code can still be used to
unlock the device after it goes offline. If enabled, the QR code can
still be used to unlock the device after it goes offline. Please note
that if the device goes offline, a new unlock QR code cannot be

created for this device.
Remote management:

It is used to configure whether the property manager is allowed to manage
Villa Station as an access control device. If enabled, the property manager
will see the device when creating access control. If disabled, the property

manager will not have permission to create access control for Villa Station.

Sync Resident to Phonebook by default:

It's used to configure whether "Sync to Phonebook on device" is enabled
on the resident setting page of this site. If enabled, "Syncto Phonebook
on device" will be enabled by default. Otherwise, it will be disabled by

default.

Report Device Anomalies:

36
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It is used to configure whether to send a report to the administrator when

an abnormality occurs on the device.

Welcome Reseller/Installer =

< Site/ New Community

Emal

Fhone

Bubdig st
Bl LIni 1/ A st

Card Mace *
Full Card Mo, Mode

= 1is uzed to confligure the card mode that all mermber m site can use for passage

Card Diuplay Mo *

Haxadecimal
Residant Permissions
e I in the AP Fegrster focolind in fhe APP
L App
DNAKE Welcome Reseller/Instalier » o o
&1 Home page & Sita / New Community
[ Property Manager Access Control Perrmassion
fact
() site 3 i
I #hn "

1] Device
& Licence Log Remate Management

a»
£ Update

Deylight saving time
=1 My message

Log
Sync Resident to phoasbook by default
Report Device Anomailes
»

5.3.2 Manage Community

1. After creating a community, you can edit, delete, check it, and auto deploy log,
or click the Site Management icon or the name of the community to jump to the
Site Management page to manage devices, apartments, and residents of this

37
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community.

Commmity Siregle-Famiby

Nama Sine IO Property Mansger Created Time Operation

Tast

Tost
Furto Deploy Log
i Growp

Details

® Concierge Group:

In this section, you can group, rename, and assign Master Stations. After the
configuration is successfully saved and synchronized, residents can select

the desired Master Station to call from the Call Concierge page in the app.

38



DNAKE

Group Management *

=3
Group 1 ra

2 Device Name

Can:c‘l “

5.3.3 License Management

1. The license is necessary for the residents to use the app. Every DNAKE Smart
Pro app host user needs one license to have the app service. You can find

different types of services:
® With Indoor Monitor:

Refers to the P2P solution with Indoor Monitor (Indoor Monitor must be

installed for each household).

® Without Indoor Monitor:

39
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Refers to the P2P or SIP solution without the Indoor Monitor. If you are
among the SIP-supported countries and the device you use support SIP

solution, the platform will choose the SIP solution automatically.

Please refer to Appendix A: SIP or landline-supported countries and

regions for SIP-supported countries.

® Value-Added Services:

Refers to some premium services like SIP calls and landline features. This

service is based on the Door Station Direct Call SIP solution.

Please note that value-added service can't be taken back if it's used.

As a reseller/installer, you are allowed to increase or reduce the amounts of

different types of services for sites.

Licence Managemant

1 License amount that you keep mow

o ] 0

Wi indoor Moo Wirithenr Idoor bordine Walue-sdded Servicen

i License amount that site keep now

£h Sha: test

‘Wit Indoar Mansor o @

Without indoor Moniiar: o 0

Wl neltlod Serisie ] a0
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5.3.4 Device and Resident Management

Within the left - side Community classification module, users can add "New
Building" to enter basic information of newly added buildings and "Public Areas"
to manage shared space information, including the main entrance, laundry

room, delivery room, and parking lot.

1. Here are the steps to create a community

€ Step 1: Click New Public Area to create a new public area or directly
rename the existing public area. Then click the Public Area you've created

to manage the devices inside.

Welcome Reselber/Installer =

@ Home page + Site Management : Site Managamunt
Preparty Manager il teat Dvice
I wvicn Type Lo
e
Davice i
Licence Log
- + At Device -
Lipedal

Buliding,/Lnit/Aparome
1 My messs MAC " ez Device Name Davice Type Cperation
nt

€ Step 2: Click Add Device, then select or fill in the device's basic information
like device type, MAC address, and device name, etc. Then click save to

finish it.
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@ Home page # New Davice Sita ¢ Sne Management ¢ Naw Bavic
oy Property Manager DavieaType *
& site
A"
I Device
e [re—
& Licence Log
H update - 5
1 My message [- IP &ddress
B g - Daylight saving tima
e (D

€ Step 3: Go back to the site management page and click New building to
add a new building. Then select the building number and fill in the building

name.

Aullding

€ Step 4: Click the building you've created and click Add Apartment to add a
new apartment. Apartment number and license selection are necessary

when creating a new apartment.
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€ Step 5: You can select to add a new resident on the same page.

Welcome Reseller/Installer «

+ Site Management

2 Home page
4 Properly Manager L test Aparment Devies Residert
& site Apartant He call Typs
4l Device
+ hdd Apariment
% Licence Log
= Fublic Area Building/Uinit/ Apartment Call Typa Rasidant oration

Update -

[ My massage

5 Log = 1 -Bukding £ 0

« Mew Apartment

Uait Ne.

Apartment No. =

Licenae Sedection *

Add the resident (householder) 1o this apartment by the way =

Hancd ﬂ

Noted: Without an Indoor Monitor license, it must be selected when there
is no indoor monitor online on the cloud, and that With Indoor

Monitor license, it should be chosen when there is an indoor monitor
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available. For scenarios involving no calls, such as learning or testing
purposes, "Not use" can be selected. Once a license with or without an
indoor monitor is selected, the choice cannot be modified. If modification
is required, the original apartment (apt) must be deleted and re-added.
However, deleting the apartment will result in the removal of all residents

within the corresponding room.

€ Step 6: Click Device, then Add Device to add a new device.

+ Site Management Site / Site Management
i test Apartment Device Resident
Unit No. Devica Type
+ Mew Public Area
ez Miodel Statue
-+ Mew Bullding - " m Reset =

= Public Area + ‘Add Device o
il Unit/Apart
ing/ nllt'f Lz A Device Namae Dwvice Type Model Status eration

"
* 1-Building 2
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< New Device

Davice Type ™
Door Station

MALC =

Device Name *

Network *

© DHCP IP Addrass

Daylight saving time

»

Noted: Indoor Monitor can receive calls via SIP Server

The indoor monitor support received the call via the local network and the SIP
server. The benefit of the SIP Server is that the door station and indoor monitor
support public network calling, allowing communication between devices even
when they are not within the same local area network (LAN). Devices can

operate across different networks, providing greater deployment options.

€ Step 7: Click Resident, then Add Resident to add a new resident.
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4 Site Management Slte | Ste Management
il test Apartmant Davice Rasident
Uinit Me.
4 Wew Pubiiic Area v Seanch Reset =]
+ Mew Building
= Public Area me 1D Email Building//Unit/Apartmeant o o
= 1 - Bailding ¢ o

On this page, configure the resident's Building No., Unit No., Room No.,
Name, Email, Phone Number, and Language. You can also control whether
the resident is allowed to use the mobile app, synchronize the phonebook
to the door station, unlock doors using a QR code in the app, and create

temporary access keys.
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< Site / Site Management / New Resident

Unit No. *

Apartment No. *

APP Function
_®)

Email *

Phone
(Argentina) +54

Language *
English

Email send to users will be in language users choose

Sync to Phonebook on door station

a»

QR Code in the APP
Temp Key

a

Noted: The cloud platform now supports using a single email account to
join multiple households. The same account can act as the owner or a

family member in up to 20 different households.

Additionally, a single email account can serve both as a household owner

or member and as a community property manager at the same time.
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Cathy’s home

Home name

Home name

5.3.5 QR Code for Tenant Self-Registration

The system supports generating a unique QR code for each tenant. By simply
scanning the QR code, tenants can independently complete the APP registration,
bind their resident information, and associate with the devices—without
requiring the property manager to manually enter email addresses or create

accounts.

1. Here are the steps to generate a QR code for tenant self-registration
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€ Step 1: Go to the site and create a community. Fill in the necessary
information, including name and country/region. And enable Register

Account in the APP.

DNAKE Welcome Reseller/Instalier =

n Home page

Community Single-Family
h Property Manager

Site + New Comemunity

Devic Name Sie 1D Property Manager Created Time Up\m

Icen
L cil og 20251126 171130

=]

Update =
2025-08-12 10:19:20

7 My mesgage

= Log
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¢ Site / New Community
Community name *
Country/Region *
Property Manager
Email
Phone

Building structure
Building/Unit/Apartment

Resident Permissions

Register Face ID in the APP

Register Account in the APP

€ Step 2: Go to the site created and create a new building.
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Add new building

€ Step 3: Select the building created and create a new apartment. And after
selecting No Use or Without Indoor Monitor, the Generate Apartment QR

Code will be shown. Enable it and set the scan times.
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< Site / Site Management / New Apartment

Building Na. *
1 - Building

. Apartment No, *

Please fill in Apartment No.
License Selection *
Without Indoor Monitor v

Generate Apartment QR
[ ok

Code Expire Date
2025-12-03 @

of QR Code Scans

Add the resident (househalder) to this apartment by the way

Cancel Save

€ Step 4: Click on the details of the dedicated apartment, and the QR code
will be shown. It's allowed to download the QR code.

% Site / Site Management

Apartment Davice Resident

+ New Puhlic Area

Y
4 Mew Bullding @ Impart Apartrment + Add Apartmant

* Parking Lot Building/Unit/Apartment ;= Call Type Resident Operation
11173 App 0 "iw L
: 112 E 1 BB e

« 1-Building 7 i

Totaiz  10/page o
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Apartment Details x

3

I Apartment Info

Building No.: 1 - Building
Unit No.: 1
Apartment No.: 2

[k

Family Members:

N

Apartment QR Code: I ..m

1-Building/1/2

< Download
QR Code Expire Date: 2025-1
Remaining QR code scan times: 5
I Other Info
License Selection: Without Indoor Monitor
Noted:

1. When toggling the Generate Apartment QR Code option, a new QR code will
be generated each time it is enabled.

a. When the option is disabled, the previous QR code will immediately expire,
the QR code display on the Apartment page will be hidden, and a toast message

will appear: “The Apartment QR code has expired.”

2. When scanning the QR code in the app, the system should check the current
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QR code status and provide corresponding feedback.

a. If the scan is successful, the interaction remains unchanged.

b. If the scan fails, a pop-up message will appear: “The Apartment QR code has
expired.”

5.3.6 Landline

1. Here are the steps to enable the landline feature

€ Step 1: Make sure the device added can support the landline feature.

€ Step 2: Navigate to Site, click Community, select the desired community,

then choose the corresponding building to check the apartments.

Welcome Reseller/Installer =

€ Step 3: Click Edit to open the settings for the apartment you want to

configure the landline for
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. ; .
DNAKE Welcame Reseller/Installer
o Hameipsge ¢ Site Mansgement e i i
h Property Manager 0l et Apartrrnt Devics Feasident
E site Lemcmt ey L
= WPl v : =3 -
(] Device
+ Wirw Buiding + idd Aparment
i Lisenes Log
= Puitibie Area Elding/Unit/Apartment Call Type Hesident Operation
T Updaie
1T
[ My message
m"m Edn
| Log ” = 1 - Puiiding 1 =]
Dwinn
-

€ Step 4: Enable Value-added Services, then select the call type and fill in the

phone number you want to use

Expira Data
026-08-21 <
Call Type

Landline a

App
Landline

Call the App first, then transfer to landline

2nd Landline

3rd Landline

Conce “
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5.3.7 Add a Single-Family

1. Here are the steps to create a single-family

€ Step 1: Click Single-Family, then New Single-Family to add a new single-

family.

Welcome Reseller/Installer «

ni Home page
Community Single-Family

4 Property Manager

Site

I Device

Site ID Craated Time peration

% Licance Log

£l Update
=1 My massage

5 Log

€ Step 2: Click Single-Family, then New Single-Family to add a new single-
family. Name, country/region, and license selection are necessary. You can

select to add a device to this site on the same page.
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< New Single-Family

Country/Region *

Language *
English -

License Selection *

Add the device to this site by the way =

Cancel Save

€ Step 3: Click Device, then Add Device to add a new device to this site.

¢ Site Management Site / Site Management

Device: Resident

+ Add Device b

MAC Devica Nama Device Type Model Statiss Synic Status ation

€ Step 4: Click Resident, then Add Resident to add a new resident.
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« Site Management Site / Sita Management

Device Resident

+ Add Resident

ame [+] Email Ope

« New Resident

APP Function

Email *

Phana
(Albania) =355 -

Language *
English v

(Email send ta users will be in language users choosel

5.3.8 Report Device Anomalies

1. It is used to send a report to the administrator’'s email when an abnormality

occurs on the device.
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5.4 Device

5.4.1 Add Device

5.4.1.1 Add in Batch

1. Here are the steps to add devices in batch

Step 1: Go to the Device column and click Import Device Bottom.
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Wisicome Reselon/innale -

Step 2: After clicking Import Device, click Import to upload the completed

template.
Import Device X
Import : Select .csv/.xlsx file

Noted: Indoor Monitor can receive calls via SIP Server

The indoor monitor support received the call via the local network and SIP
server. The benefit of the SIP Server is that the door station and indoor monitor
support public network calling, allowing communication between devices even
when they are not within the same local area network (LAN). Devices can

operate across different networks, providing greater deployment options.
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5.4.1.2 Add One by One

€ Step 1: Step 1: Go to the Device column and click Add Device to add a

device.

Praperty Manage o
1 Device : Bulilivg: Lt o
s e i e Dwbcibim Dwat e e . Sy S Gpaeitia
Lieanea Log
ipd
T My g
=g

€ Step 2: Select the site and fill in the device's information. Device Type, MAC
address, device number, and device name should be filled in or chosen according

to your device and needs. All of the other settings will be synced to your device.
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Noted: When adding devices to Community, the Applying Area option allows

you to specify whether the device is Private or Public.

o Private: The device cannot be added to the Access Rule by the
property manager. It will not appear in the device list under Access

Rule.

e Public; Vice versa.

5.4.1.3 Automatic Device Deployment to the Cloud Platform

€ Step 1: Create a project on the cloud platform. For detailed instructions,

refer to section 5.3.1.

€ Step 2: Enter the Site ID in the designated field and enable "Automatic
Deployment" by toggling the switch. Then, fill in the Building No, Unit No,

and Room No fields accordingly.

5.4.2 Replace Device

It's only supported to replace a device with the same model.

1. Here are the steps to replace a device

€ Step 1: Go to the Device column and click Replace Device to replace this

device.
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[ Propey Managar =
[ Site g Dy
il bwice Building Una
L S Ty e Maiw i —_— Drawbon Marmie Davion Typt Modsl Bt Fyvic Seanis m
T Lisace Log
- == - o = [E
B Lpdsw
- LT Fu ) 5 &
I My massige
"~ 2
[ Leg
& = S

4 Step 2: Fill in the MAC address of the new same-model device

also change its network.

Reploce Device

€ Step 3: The platform will check the status of the device.
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Device Status

&

Device online

€ Step 4: After that, the data will be transferred to the new one.

Replace Device

@ ciear data from old device
Q Delete old device

@ synchronize residents data
2UlCess, WU &) Lt

5.4.3 Access Device Webserver
1. Here are the steps to access the device web server
€ Step 1: Make sure the device firmware is the latest with FRP service.

€ Step 2: Visit the device's config page with its IP address locally. The default

account is admin, and the password is 123456.
€ Step 3: Go to System > Remote Access to allow this feature.
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=3
=3
=1
| Romote Access
-
=3

€ Step 4: Go back to the cloud platform’s Device > More > Access Device

Webserver

Audingiinit
ML e Typm Sitn B Dwcn Harne lewice Typm Mindsl Statm Sy Shatus Gperation
JAparunert b

€ Step 5: Click Open to browse. The device web server will open in a new

window. Access will remain valid for 30 minutes.
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Device Webserver

5.4.4 Device Relay Setting

€ Step 1: Go to the Device column and click More > Relay Setting behind the

device to configure the relay.

€ Step 2: Select the replays you need and configure the relay and dry contact
by yourself. When residents log in to Smart Pro and click the unlocking
button of the entrance device, relays with inactive status in the relay list
will be hidden. When there is only one relay in an "active" state on the
entrance device, clicking the unlocking button will skip the relay list
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selection and directly unlock the door.

Relay Setting *
| Relay Configure
Status Relay MNo. MName DTMF Unlock Delay Unlock Time
(-] Refay1 Relayl i 05 35
] Refay? Relay? o 0s 38
B Relay3 Relay3 * 03 38
| Dry Contact Input Configure
Dry Contact Input Type Action
Dry Contact Inputl Exit Button Relayl
Dry Contact Input2 Exit Button Relay?
Dry Contact Input3 Exit Button Relay3

e “

5.4.5 Reboot the Device.

€ Step 1: Go to the Device column and click More > Reboot behind the

device to configure the relay.

Satn Typm

dparrart Doewica Ty tnc St
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5.4.6 Enable Daylight Saving Time

€ Step 1: Click More, then Edit.

G vome page

BTy .
0 DPragaerty Manages
. [, . [y
& sne
ol Bwvicw
= Licence Log
n [
e e Typm fitn b i e Bwscn Hearmn Bawics Typm
1 Wy mossage B
2 - . - ——
E Leg
- = B
-
- =

€ Step 2: Enable daylight saving time.

.
sl Statun Aymc Statun Oparation
o T2 Ay Dewics Webservr
wiroot
] vt
/ O Dene

5.5 License Log

1. You can check the number of licenses you have and the license log.
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DNAKE

Welcome Reseller/installer =

=i Home page

[k Praperty Manager
dnar b Incoor b flanagarmant
-1 Site
1! Device Tire Tipe
B Llcence Log B
7l Update
-
T My message
& Leg Item Time Type Operation Amourit Heldings Femarks
20250816 DB:14:45 With Indosr Mon lssied Tor Subr 1 15
z 20250816 DE:1445 Without Indoar .. Recuvered By Su... 13
20250814 212254 withaus inar tsBid To St 12
1 2025-08-13 172706 With Indoor Mon 16
20250213 112706 withaut ncloar - o By 1 1

5.6 Update-Firmware List (OTA)

1. Choose the corresponding Device Type, Model, and Firmware Version
according to the device. After choosing, the devices can be selected to

upgrade, and Upgrade Time can also be set.

Welcome Reseller/installer »

2l Home page “  Updrade Device venrs LEst | Uncirade Davice
L Property Manager Duien Typa
Desor Ration
-1 Site
hostal *
1| Device
Fimmmare Version *
& Licence Log
#l Update
Upgrade Time
Firmwars List © Upgrado Nawi dule Uipgrac
Upgrade Log I Davice
A M —
S i Site Drid Narme MAC Firrniware Version Satus

=] Log »

s m
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5.7 Update-Upgrade Log (OTA)

1. The log of the upgrade.

Welcome Reseller/installer

| Home page

Upgradod
Amount

[ Property Manager Item Devica Type Madal Firmware Varsion Upgrade Time Status Dperation

& Site

L Device

5 Licence Log

[ Update
Firmware List
Upgrade Log

1 My message

Bl Leg w

5.8 My Message

5.8.1 Send Messages to Property Manager

1. Here are the steps to send messages to the property manager

€ Step 1: Go to the My message column and click Add to edit a message.
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Welcome Resellerinstaller

(21 Home page
£ Property Manager
= Site
4l Device
& Licence Log
[#l Update -
Firmware List
Upgrade Log
E My message

£ Log >

€ Step 2: Fill in the message title and message content. Choose the recipient

and the delivery time.

At Fecipient
Prwsar Compary
Crwiks Fest
Erepety wenage s
ack
-

€ Step 3: Click the message. You can check the message details.
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Welcome Reseller/installer =

=l Home page

Mmlaased Tine
L Property Manager

Device tesd

Fraparty
Property
& B0Z5-08-20 161615

& Licence Log rwdtied T 2025-08-30 161815

el Tioa 20250820 161815

Update

tast

Firmwara List
Upgrade Log
1 My message

Log il

5.9 Log

5.9.1 Configuration Log

1. You can check the configuration logs of this community’s devices. You can

view the records for recent one month.

Welcome Resellor/Installer ~

2i Home page

[k Property Manager

Peasdt

Devica

4 Time ib Type Action Result Dreeails
Licence Lag
2025-08-20 15:4517 Device Feplncs Devics EZ16 reE
[# Update e
F02E-08-14 09,0213 Davica BATCH SYNG 5414
7 My message e
2025-08-14 09,0212 Dovico BATCH SYNG 5617 4
B Leg
TR Device BATCH SYNE 5414 Tuitati
Confliguration fog
085-14 08:36:56 Dvice BATCH SYNG 5517 failadi
Device Tasks
Z078-08-14 (8. 36:39 Davice BATCH SYHE 54714 Tuibmti
2075-08-14 08:36:39 Davica BATCH SYNE 5817 Taibedd
2025-08-12 19:32:05 Device DATCH S¥RC 01124
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5.9.2 Device Tasks

1. Here, records operation logs related to device management, including

deletion and replacement activities, ensuring traceability and accountability.

Lij_\,KE Welcaing Reselles/Installer =

nl Home page

£ Taik Ty B
" . " P =

. Resdentisl
= Site i Taik Type Site Device Wad Devica Type i MAC Skl i it
bnfermatian
{1l Device
Delete Bevica tost c1ias Vills Station TR 20080812 1877.13
i Licenes Log
Datete Bevica e caae S61T SIP Do Station " 2025.47-25 1615:19

T Update

Delete Device O L2 EZITW natioar Mordtsr T
[ My message
Durbete Device deme Gite SN Vills Btation I
B Log
Dielste Deyice seme o ciz Villa Station Ve A S AR
Configuration log
. Deiete Device demo CEM S474 Door Station 177, IOIE-GT-11 18c54:04
Device Tasks
Dt [ t s i, 1 ST 1123
1 Dedete Device test E216D ndodar Mot 17179118 2025-06-26 1513:59

Dieiste Device st EZITW Fucar BAzedtar W P06 2E 01741

5.10 Switch to Property Manager

1. Please make sure you linked the project to this Reseller/Installer account
when creating it. After doing so, you may find you can switch to manage the

project in the upper right corner. You can also switch back to Reseller/Installer.
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Weicome Reseller/instalier =

i@ Hame gage Quick Operation

Dnaks
[l Property Manager

Site ? _
) S ] fal
Device y
Craate Now Conmiaity Craate Mis Singla-Fardly Hama
¥ Llcencs Log
Update
il %
. (]
My message
£ 2 i How Device Al P Propercy Manasger
8 Door Station =1 L
Log AR
B villa station #0 w1
=
. 6 Pesit Mow Mistsoen
| Indoar Monitor . LEs

[1 Ascess Control - 0 w1

Noted: In our system, a site can be defined as a single-family house or a
community. A single-family house normally does not have property
management, which means it cannot be managed under a property
management account. By contrast, a community site is managed by a property
manager, so when we switch to the property management account, only

community sites can be managed.
5.11 Technical Supporter

1. Here are the steps to create the contact for the Property Manager to seek

technical support.

€ Step 1: Go to Account > Technical Supporter.
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@ Heme page Sites Quick Operation

[l Property Manager

o) Eite 3 2

ghe-Family Home

Craite Now Cg

fa)

Craati Mis Sngls-Family Hama

Device

¥ Llcencs Log

| Update - Device  # Dol ® oMo
[2]
(]
1 My message )
- A Pl Do Ak B Properyan
8 {7 Door Station =1 L o ol m PropertyManager
= Al Devices
:l Villa Station 0 1
= =
L
Ficesi How M
il &2 Indoor Maonitor = .7 S
[ Accesscontrel =0 a1

€ Step 1: Fill in the information about the technical support.

Technical Supporter X

Leave contact information to property managers
for technical support

Name
Phone Number

Email
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6. Property Manager

6.1 Home Page

The dashboard provides an overview of the system'’s main functions.

Active Security Alarm . Guick Operation

Locaiien Alarin Detcn Aiaarn Tare

Apvaniet

Information

Access Analysis

6.1.1 Security Alarm

1. The Active Security Alarm section displays real-time alarm information,
including the location, the device that triggered the alarm, and the

corresponding alarm zone. You can click more to check more alarms.
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Active Security Alarm More
Location Alarm Device Alarm Zone
/0111 Smoke 2

6.1.2 Quick Operation

1. Quick Access panel allows administrators to quickly add new residents,
create new access rules, or post announcements and notifications to

residents.

Quick Operation

= o)

Add New Resident Add New Access Rule

d

Post New Message

6.1.3 Information

This area gives a summary of system resources, showing the number of

connected devices, configured buildings, registered apartments, and residents.
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Information

Device Buslding Apariment

6.1.3 Access Analysis

Here, administrators can view whether an entry attempt was successful or failed,
check snapshots taken during the attempt, identify the resident and their
apartment, and see details such as the device used, the unlocking method, the
result, and the exact time of the event. The system displays up to the latest ten
records for review, and it also provides daily, weekly, and monthly reports for

statistical analysis.

Access Analysis

Snapshot Resident Agartment Dewice Name Unilocked Method Unlock Result Unlock Time:
E ATUTARRE] 5615 SiF indoor Monitor Success 20250820 1750008
‘ ’ AILTARNR] 5615 5P Indaor Monior SUCCRES 2025-08-2017-50:00
I SB15 5P Prssword SucoRss 2025-08-2017-4%52
® Succe

6.1.4 Call Analysis

Here are statistics on communication activities. It records the total call duration
and allows the data to be viewed by day, week, or month, giving administrators

insight into system usage.
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Call Analysis

6.2 Site

6.2.1 Device Management

6.2.1.1 Synchronize All Residents' Data

1. If it failed to sync, you can click it to sync manually.

Wrlcema Broparty Manager| 7] =

6.2.1.2 Resident Details

1. The configuration items related to video service and re-synchronize failed

apartments have been centralized and integrated into the editing page of the
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resident details.

[ Wome page

A Duvica  Raskdam
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1 My messge g " . P . e
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& Advanced
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=
-~ 0
s [ient Detalin
¥ Rueie infe
Drvicn Rarrm: evsbertia it ‘Widen Service Aetutmd
Viscetesd Mardee [ Lirdox Meted
| Apartment Infeemation
o
T Sberrioe dfen carvko S Fafied Dewy
[ T TR — i card Videa Saevic Operatizm
m aiUnilibps =
e E
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6.2.2 Apartment Management

6.2.2.1 Resident

Click the Resident icon to access the Resident module, where you can view and

manage all users within the same Building, Unit, or Apartment.
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Welcome Property Managen{test)

(@ Home page

= Site

C) Ascess Control

& Licence Log

1 Securily Alarm

1 My message

E tag

7 et Aportment  Device  Resident

« Puibc Area Bparsmaes b Cal Ty m =
v ™ e
Bulding/Unit Apartmend. Call Type Resident w
* 1. Eiding 1

111118 1 & B £

6.2.2.2 Details

The Apartment Details section provides an overview of the selected apartment,

showing its Building, Unit, and Apartment numbers, the number of family

members, and service-related settings such as video permission, value-added

services, call options, and video service status.

sk vsner wersts

Unassveted

istuated

Unachuatert

81



DNAKE

6.2.2.3 Edit

Here you can modify the apartment’s video service settings for the residents’
app account. Unlock permission for each device can also be granted or

cancelled for every app account under this apartment.

6.2.3 Resident Management

6.2.3.1 Add a New Resident

1. Here are the steps to create a new resident

€ Step 1: Go to the Site column and select the desired building, then click

Resident and choose Add Resident to add a new resident.
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€ Step 2: Select the apartment no, and enter the name, email, and Optional

settings, including phone, syncing to the door station phonebook, Temp

Key, card, and pin assignment.
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¢ Site / New Resident

Building No. *
1 - Building -

Unit No. *

Phone
(Usa) +1 - 0/16

Language *
English -

Email send to users will be in language users choose

Sync to Phonebook on door station

Temp Key

@ o

Add access credentials by the way
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« Site / New Resident

Emalil *

Phone
(Usa) +1 v

Language *
English v

Email send to users will be in language users choose

Sync to Phonebook on door station

@]

Temp Key

a

Add access credentials later «

Card
- Start Read

* Please confirm that the card reader is connected
* |f the serial port cannot be recognized, please download and install the card reader driver.
If card reading fails, please try 1o re-plug and unplug the serial por device.

PIN Code
APT+PIN A

CanEe' m

Noted: Residents can upload Face ID on the Smart Pro APP.
(Reller/Installer needs to enable Register Face ID in the APP function when
creating sites or editing existed one. For detailed instructions, refer to

sections 5.3.1 and 5.3.2)
2. Here are the steps to import residents

€ Step 1: Go to the Site column and select the desired building, then click

Resident and choose Import Residents to import residents.
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€ Step 2: Click Note to view the Template Fields and click to download the

template to fill in the necessary information

Import Residents X
Note : click to view template fields
Import : Select .csv/.xlsx file

€ Step 3: Click Select .csv file to upload the file and click Import to import the

card information.

Import Residents X
Note : click to view template fields
Import : Select .csv/.xlsx file
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6.2.3.2 Add Cards

1. Here are the steps to add a new card for a dedicated resident

€& Step 1: Go to the Site column and select the desired building, then choose

Resident and click Edit to add a new card for a dedicated resident.

¥l Apsrtmaea Dawics Bpasriant

0 Soowity Alarm Fiarrs ] Emal Builiging! U Apartimm it [ (= Upsration
7 My message

Log

Adwiniatrator
Adtaanced

€ Step 2: Select the COM port, then click Start Read (ensure the card reader is

connected and drivers are installed).

Please confirm that the card reader is connected
* |f the serial port cannot be recognized, please download and install the card reader driver.

If card reading fails, please try to re-plug and unplug the serial port device

Full Card No. Mc = Hexadecimal -

Noted: Compatible Mode is used when you read cards by a card reader, while

Full Card No. Mode is used when you need to input the full card number.
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1. Here are the steps to import cards for residents

€ Step 1: Go to the Site column and select the desired building, then choose

Resident and click Import Cards to import cards for residents

€ Step 2: Click Select file to upload the file and click Import to import the card

information.
Import Device X
Template : % click to dowload template
Import : Select .csv/.xlsx file

6.2.3.3 Add Pin Code

1. Here are the steps to add a new card for a dedicated resident

€ Step 1: Go to the Site column and select the desired building, then choose
Resident and click Edit to add a new PIN code for a dedicated resident.
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€ Step 2: Select the generation mode, generate the PIN code, and click Save

to save it.

Hexadecimal ~ 0/20
APT+PIN

Random

PIN Code

[ Random - A Random
i Generation

6.2.3.4 Export All Residents

€ Go to the Site column and select the desired building, then choose Resident

and click Export All Residents to export all residents
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6.3 Access Control

6.3.1 Person

You can add access permissions, such as facial recognition and card access, for
different roles on the cloud platform. The three roles are staff, tenant, visitor,

and customized. To assign permissions, simply click Add under each role.

Wooma  PrOputy Mansgar( 1) =

Stall Tenast  Vish  Customized

4 Licanoo Log

[ Beewily Asem

1 Wiy message

T Leg
Agminigtratar

Arennced
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6.3.1.1 Staff

€ Step 1: Enter the name and any Remarks in the information section.

€ Step 2: Upload facial images as required, add cards via a card reader or by
entering the card number, generate a PIN code, and optionally choose

whether to generate a QR code for unlocking.

€ Step 3: Set up specific Access Rules for each staff member.

4 Person / New Staff

[z Home page
=] Site
= i Information
@ Access Conrol A #ame *
Person

Access Rule

Licence Log

1 Access credentials
i Security Alarm
Face
[ My message SR —
. Upload image

Log -

&l Administrator

& Advanced

Hﬂ

Correct Face small Background Dim light
Example complex

Generate a OR code from the PIN Code

1 Access Rule

T Add

Total 0

Cancel
Hide m
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6.3.1.2 Tenant

€ Step 1: Enter the name, Building/Unit/Apartment, and any information in

the information section.

€ Step 2: Upload facial images as required, add cards via a card reader or by
entering the card number, generate a PIN code, and optionally choose

whether to generate a QR code for unlocking.

€ Step 3: Set up specific Access Rules for each tenant member. Be sure to
specify the validity period for these rules and choose a frequency. The
available frequency options are: Never, Daily, Weekly. Additionally, assign

the relevant devices to each Access Rule.

With the new Additional Access Rule feature, you can now associate
existing Access Rules with the tenant instead of creating a new rule from

scratch. This allows for more flexible and efficient access management.
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Welcome Property Manager| )~

Home page < Person/ New Tenant
5] Site
= 1 Information
) Access Control - Mame *
/3
Person
Building/Unit/ Apartment
Access Rule
Email
E Licence Log -
i Security Alarm Remarks

=1 My message

Log ¥ 1 Access credentials

Administrator

Face

{ Advanced 1, Upload image

* Ho hats, white backgroun

in bright ambient light

* Clear close-up of full face (min.

* Natural expression, no ol

- -
Correct Face small Background Dim light
Example complex

Card

:

please download and install the card reader driver.

g the serial port

ik [ Random ]

Hide
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DNAKE Welcome Property Manager(™[) v D_

&
D
e

@ Home page < Person/ New Tenant

I site Cand

gnized, please download and install the card reader driver

@ Access Control ~
* Please confirm that the card reader is connected

* If the s port can

Person * |f card reading fails, please try to re-plug and unplug the serial port device

Access Rule Full Card N = Hexadecim »
[ Licence Log i
I Security Alarm ™ Random
) Generation

] My message Generate a QR code from the PIN Code
B Log v 1 Access Rule
03l Administrator feponts

MNever Daily Weekly
& Advanced

+ Add Device

Device Name Building/Unit/Apartment
Total 0

§ Additional Access Rule

! + Add

Total D

6.3.1.3 Visitor
€ Step 1: Enter the name and any Remarks in the information section.

€ Step 2: Upload facial images as required, add cards via a card reader or by
entering the card number, generate a PIN code, and optionally choose

whether to generate a QR code for unlocking.

€ Step 3: Set up specific Access Rules for each visitor member. Be sure to
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specify the validity period for these rules and choose a frequency. The

available frequency options are: Never, Daily, Weekly.

DNAKE Welcome Property Manager( ) ~ o € 0 g .
= Home page & Person / New Visitor
-] Site
B I Information
&) Access Control - Name *

Person

Remarks

Access Rule

E Licence Log 120 .

I Access credentials
T Security Alarm

Face
=1 My message _
t. Upload image

5 v
=l Log * Mo hats, white background recommende
* Shot in bright ambient figh
[ Administrator * Clear close-up of full face (min 00px)
* Matural expression, no obstructio
¢ Advanced

H - Qa HEI Hﬂ

Correct Face small Background Dim light

:

Example complex
Card

PIN Code

Generate a QR code from the PIN Code

I Access Rule

Hide
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O Heme page 4= Person [ New Visitar

P i

Site Random
Gereraton

- Gmerats 3 QR cute from te PIN Cede
5 Recess Dontol

| Access Rule
Parson
Rapasts
Access Rule
© Meor  Only Waskly
Licence Log
Tirw »
Security Alarm
=1 My message + Asidl Baeica
B log Davics W Bullng/n AparTmat paEisn
T adriinistraior
@ Adwnced
Tetul 0

6.3.1.4 Customized

In this section, you can export the Customized data, batch import it via Import,

and click Add to create a new Customized.

Wrkcome Property Manmer{ ) =
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Import Customized X
Template : £ Click to dowload template
Import : Select .csv/.xlsx file Import

€ Step 1: Enter the name and any Remarks in the information section.

€ Step 2: Upload facial images as required, add cards via a card reader or by
entering the card number, generate a PIN code, and optionally choose

whether to generate a QR code for unlocking.

€ Step 3: Set up specific Access Rules for each staff member.
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DNAKE

{m Home page

51 site

<y

v Access Control
Person
Access Rule

E Licence Log

i Security Alarm

[ My message

Z) Log

E Administrator

{5 Advanced

6.3.2 Access Rule

The Access Rule Type provides two options: Normal and Free Access. The
Normal rule is used to control access by defining which users are allowed to
unlock specific doors within designated time periods, while the Free Access rule

allows all users to unlock the specified doors freely during the configured time

Welcome Property Manager( )~ o 8 ia]

< Person/ New Customized

I Information

Name *

I Access credentials

Face

t. Upload image

* Natural expression, no obstructio

H = a HEI Hﬂ

Correct Face small Background Dim light
Example complex

PIN Code

Generate a QR code from the PIN Code

1| Access Rule

98



DNAKE

periods.

You can create custom Access Rules that can be applied to Staff, Tenants,

Visitors, and Customized.

6.3.2.1 Normal

Here are the steps to configure a normal access rule

€ Step 1: Go to the Access Control column and choose Access Rule, then click

Create to add an access rule.

€ Step 2: Fill in the group name, select the repeat option (Never, Daily, or
Weekly), set the validity period, and link the specified devices and people to

the access rule. (Rule type is normal by default)
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6.3.2.2 Free Access
Here are the steps to configure a free access rule

€ Step 1: Go to the Access Control column and choose Access Rule, then click

Create to add an access rule.

Wacoma Froperty Managan ™) =

Broup hame ule hype

Daste Pa— p— me: A;—.m

§ Lance Log

o Becriy Alarm

€ Step 2: Fill in the group name, select the repeat option (Never, Daily, or

Weekly), select the free access, set the validity period, and link the specified
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devices to the access rule.

¢ MNew Access Rule Group

1 Basie Information

Group Nama *

Remarks

Repeats
O Hevar raily Weakly

Time *

Device

Devica Nama Building/Unit/ Apartment Ralay

6.3.3 Delivery Passcode

Aule | Mew Access Rule Group

Oparation

The cloud platform allows you to create a Delivery Code for couriers. When the

courier arrives, they enter the Delivery Code, select the resident, and input the

number of packages. The corresponding resident will then receive a package

notification in their app. (It only supports S617 right now and will support more

devices in the future.)

€ Step 1: Go to the Site column and select the desired community, then click

the desired building and choose Device. Then edit S617 to enable the

“Delivery”.
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Edit Device

Dvicn Typa *
Caor saaten

Buldiog Mo *
1~ Bulding 1

Lt b

O 0HeP

Delivery
[ @]

a»

Concel

1P Address

Daylight savng time

€ Step 2: Go to the community under the property manager, click Access

Control>Person, click Delivery, and then Add to add a delivery code for

couriers.

Welcaing  Propery Managen{test) =

ol Home page
Saff Tenam Visior Darivery Cugtom wed
& Site e
i EZ:3
Parson L] Name Access credentisly Access Rule Operation

Acocess Rule

Bl Licence Log

Tf Secdrily Alarm

1 My message

E Log ‘*

€ Step 3: Enter a Delivery Name and generate a Delivery Code for the courier.

Then, assign the relevant Access Rule to this delivery.
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W Lisence Lop
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 Security Alarm
Dafray Cade

1 My message

| meoess Rule
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Totni 0

€ Step 4: Go to the device, then click Delivery

1 5 G 28 Tue 29-10-2024
Q

-

Welcome

CONTACTS

€ Step 5: Enter the delivery code.
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DELIVERY

€ Step 6: Send a message to notify the resident that their package has arrived.

The notification will appear in Smart Pro.
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) DELIVERY

(@] search by name or apartment number

Name Apartment No.

test1 1

6.4 License Log

1. You can check the number of licenses you have and the license log.
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6.5 Security Alarm

1. You can receive security alarms sent from this community’s Indoor

Monitors. You can view the records for recent one month.

6.6 My Message

6.6.1 Send Messages to Resident
1. Here are the steps to send messages to the resident

€ Step 1: Go to the My message column and click Add to edit a message.
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o Homepege

€ Step 2: Fill in the message title and message content. Choose the recipient

and the delivery time.

— .

€ Step 3: Click the message. You can check the message details.
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6.7 Log

6.7.1 Call Log

1. You can check the call logs of this community’s devices. You can view the

records for recent one month.

Wecoma  PropuTy Mansga| <) *

Home page
Site
Accuse Cantral
I Lssneeleg Cal smartes fime Gre Initiasee Racipian Brweren or R Cof dhrpmn Screengran
1 Seowity Asarm ] t-
7 Wy message
Log .
a
Call b

6.7.2 Unlock Log

1. You can check the unlock logs of this community’s devices. You can view the
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records for recent one month.

Webcima: Progesty Misagei( 1) «

Lirbocs Time Sne ihalock Dowice Ralay Usiosk Methsd Urvect Resut Emecked By idzatity Fra——t

|38 o P T

6.7.3 Configuration Log

1. You can check the configuration logs of this community’s devices. You can

view the records for recent one month.

Adwanced

6.7.4 Elevator Log

1. You can check the elevator log if you have installed the DNAKE Elevator
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Control Module. You can view the records for recent one month.

Wacoma Froperty Manages; ) ¢
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6.8 Administrator

6.8.1 Add New Administrator

€ Step 1: By clicking the Add button, you can create a new administrator

account.

Wesicoma  FIopurty Managar s ) %
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€ Step 2: Enter the required information, such as Name and Email. You can
also configure the administrator’s permissions, including building
permissions and Management Permissions.

DNAKE Welcome Property Manager() ¥ a € a O i

G Home page < Administrator / New Administrator
wl

[Z site

Name *
7] Access Control ~
Title
[ Licence Log
_ Email
i Security Alarm
] My message Language
English
El Log d Emiail send to users will be in language users choose

w] ini:
& Administrator O

& Advanced »

Building Permission *

Not selected(3) Selected(0)
All
Public Area
2]
1-
Mo Data

Gancel m
+ Hide
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Management Permission

Features

Apartment

Device

Resident

Access Control

Security Alarm

Message

Log

6.8.2 Remote Management

Management Permission
Read Read&write
Read Read&write
Read ReadB&write
Read Read&write
Read ReadB&write
Read Read&write
Read Read&write

Enables property managers to use the Smart Pro, ensuring they stay connected

while on patrol. With this functionality, security personnel no longer need to

worry about missing calls. This enhances communication and allows property

managers to provide better services to residents.

€ Step 1: Login to the installer account, go to the Site column, navigate to

the desired site, and click Edit to enable Remote Management.
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€ Step 2: Login to the Property Manager account, navigate to the
Administrator section, and click Remote Management to manage the
Remote Management function, which supports batch enabling or disabling

of remote management accounts.

& Advanced

Remote Management X

Disable(0) Enable(2)

All

No Data

Noted: A valid license is required to activate this feature.
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6.9 Advanced

6.9.1 Verification Method

In this section, you can modify the Card Mode and Card Display Mode.

6.9.2 Emergency Setting

1. Property Manager can configure Emergency Door groups, including adding
or disabling the associated relays. The Property Manager can also set up
notifications sent to residents when the Emergency Door is activated and edit

the notification message content.
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2. When an emergency occurs, the Property Manager can open or close the

Emergency Escape Device function by clicking the button at the top of the

page.

Active Security Alarm par Quick Operation

@ Access Centrol v Locsen Alwrm Devicn Adures Zove

o
o o8
& Ucence Log
ALH New Resioers A New BoRss Hibe
U Secwity Am
[ My message
™
o Log
Ll
¥ Administrator
1 Advanced
Information
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Access Analysis
~ 3y, Srapebol Rnsbdert At rkoch Tere
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Close

Emergency Escape Device X

Open

Noted: A valid license is required to activate this feature.

6.10 Contact Technical Support

1. The Property Manager can click Contact Installer to check the information

about the technical support. Please make sure your Reseller/Installer has set it

up before.

Active Security Alarm

Access Cantrel Loswsen Adwm Devica

Information

Access Analysis

Quick Operation
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7. Appendix A:

American data center: (https://us-cloud.dnake.com)

1 United States 95 Myanmar
Canada 239 Sédo Tomé e Principe

51 Peru 245 Guinea-Bissau

52 Mexico 246 British Indian Ocean Territory

54 Argentina 500 Falkland Islands

55 Brazil 502 Guatemala

56 Chile 591 Bolivia

57 Colombia 593 Ecuador

58 Venezuela 594 French Guiana

60 Malaysia 595 Paraguay

62 Indonesia 597 Suriname

63 Philippines 598 Uruguay

64 New Zealand 670 Timor-Leste

66 Thailand 672 Norfolk Island

81 Japan 674 Nauru

82 Republic of Korea 675 Papua New Guinea

84 Vietnam 677 Solomon Islands

1 United States 95 Myanmar

1 Canada 239 Sdo Tomé e Principe

51 Peru 245 Guinea-Bissau

52 Mexico 246 British Indian Ocean Territory

54 Argentina 500 Falkland Islands

55 Brazil 502 Guatemala

56 Chile 591 Bolivia

57 Colombia 593 Ecuador

58 Venezuela 594 French Guiana
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European data center: (https://eu-cloud.dnake.com)

7 Russia 241 Gabon
20 Egypt 242 Congo
27 South Africa 243 Congo (DRC)
30 Greece 244 Angola
31 Netherlands 248 Seychelles
32 Belgium 250 Rwanda
33 France 251 Ethiopia
34 Spain 252 Somalia
36 Hungary 253 Djibouti
39 Italy 254 Kenya
40 Romania 255 Tanzania
41 Switzerland 256 Uganda
43 Austria 257 Burundi
44 United Kingdom 258 Mozambique
45 Denmark 260 Zambia
46 Sweden 261 Madagascar
47 Norway 262 Mayotte
48 Poland 263 Zimbabwe
49 Germany 264 Namibia
61 Australia 265 Malawi
65 Singapore 266 Lesotho
90 Turkey 267 Botswana
92 Pakistan 268 Swaziland
93 Afghanistan 269 Comoros
94 Sri Lanka 291 Eritrea
212 Morocco 297 Aruba
213 Algeria 298 Faroe Islands
216 Tunisia 299 Greenland
218 Libya 350 Gibraltar
220 The Gambia 351 Portugal
221 Senegal 352 Luxembourg
222 Mauritania 353 Ireland
223 Mali 354 Iceland
224 Guinea 355 Albania
225 Cote d'lvoire 356 Malta
226 Burkina Faso 357 Cyprus
227 Niger 358 Finland
228 Togo 359 Bulgaria
229 Benin 370 Lithuania
230 Mauritius 371 Latvia
231 Liberia 372 Estonia
232 Sierra Leone 373 Moldova
233 Ghana 374 Armenia
234 Nigeria 375 Belarus
235 Chad 376 Andorra
236 Central African Republic 377 Monaco
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237 Cameroon 378 San Marino
238 Cabo Verde 379 Vatican City
240 Equatorial Guinea 380 Ukraine

381 Serbia 995 Georgia

382 Montenegro 996 Kyrgyzstan

385 Croatia 998 Uzbekistan

386 Slovenia 1242 Bahamas

387 Bosnia and Herzegovina 1246 Barbados

389 Macedonian 1264 Anguilla

420 Czech Republic 1268 Antigua and Barbuda
421 Slovakia 1284 British Virgin Islands
423 Liechtenstein 1340 U.S. Virgin Islands
501 Belize 1345 Cayman Islands
503 El Salvador 1441 Bermuda

504 Honduras 1473 Grenada

505 Nicaragua 1649 Turks and Caicos Islands
506 Costa Rica 1664 Montserrat

507 Panama 1670 Northern Mariana Islands
508 Saint Pierre and Miquelon 1671 Guam

509 Haiti 1684 American Samoa
590 Saint Martin 1758 Saint Lucia

592 Guyana 1767 Dominica

596 Martinique 1784 Saint Vincent and the Grenadines
673 Brunei 1868 Trinidad and Tobago
676 Tonga

679 Fiji

680 Palau

681 Wallis and Futuna

685 Samoa

687 New Caledonia

688 Tuvalu

689 French Polynesia

691 Federated States of Micronesia

692 Marshall Islands

855 Cambodia

856 Laos

880 Bangladesh

960 Maldives

961 Lebanon

962 Jordan

964 Iraq

965 Kuwait

966 Saudi Arabia

967 Yemen

968 Oman

971 United Arab Emirates

972 Israel

973 Bahrain

974 Qatar

975 Bhutan

976 Mongolia

977 Nepal
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992 Tajikistan
993 Turkmenistan
994 Azerbaijan

Indian data center: (https://ind-cloud.ss-iot.com/login)

91 Indian
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SIP or landline supported countries and regions:

Peru

Mexico

Argentina

Brazil

Chile

Columbia

Venezuela

Falkland Islands

Guatemala

Bolivia

Ecuador

French Guyana

Paraguay

Suriname

Uruguay

Nauru

Cook Islands

Niue Island

Kiribati

USA

Canada

Puerto Rico

Bahamas

Belize

El Salvador

Honduras

Nicaragua

Costa Rica

S AN A A AN AN AN A S AN A A S S S S RN S S R S S R N R S A N AN R N S SRR RS S

Panama

<

Saint Pierre

Not Support

Haiti

v

Guadeloupe

Guyana

Martinique

Aruba

Tuvalu

Greenland

Virgin Islands

AN ESES RSN LN LS

Anguilla

v

Saint Lucia

Not Support

Barbados

v

Jamaica

Hong Kong, China

Macao China

Taiwan, China

LS NS [ [ = 1 1 = 1< =< << =< =< == v <

v
v
v
v
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Malaysia

Indonesia

Philippines

Thailand

Japan

Korea

Vietnam

Myanmar

Timor-Leste

Singapore

Sri Lanka

Brunei

Cambodia

Laos

Bangladesh

Maldives

Bhutan

Mongolia

Nepal

India

Russia

UK

Germany

Italy

France

Greece

Netherlands

Belgium

Spain

Hungary

Romania

Switzerland

Austria

Denmark

Sweden

Norway

Poland

San Marino

Hungary

Yugoslavia

Gibraltar

Portugal

Luxembourg

Ireland

Iceland

Albania

Malta

Finland

Bulgaria
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Lithuania

Latvia

Estonia

Moldova

Andorra

Ukraine

Croatia

Slovenia

BiH

Macedonia

Czech Republic

Slovakia

Liechtenstein

Faroe Islands

Monaco

Palestine

Sao Tome

S AN LS LSS LN LS ESEN NS SAEY A A SR NAS

Principe

<

Guinea-Bissau

Not Support

Tajikistan

v

Turkiye

Pakistan

Afghanistan

Armenia

Lebanon

Jordan

Iraq

Kuwait

Saudi Arabia

Yemen

Oman

United Arab Emirates

Israel

Bahrain

Qatar

Turkmenistan

Azerbaijan

Georgia

Kyrgyzstan

Uzbekistan

Cyprus

Egypt

South Africa

Morocco

Algeria

Tunisia

Libya

Gambia

Senegal
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Mauritania

Mali

Guinea

Cote d'lvoire

Burkina Faso

Niger

Togo

Benin

Mauritius

Liberia

Sierra Leone

Ghana

Nigeria

Chad

Central African

Cameroon

Cape Verde

Equatorial Guinea

Gabon
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Congo

<

Zaire

Not Support

Angola

v

Seychelles

Rwanda

Ethiopia

Somalia

Djibouti

Kenya

Tanzania

Uganda

Burundi

Mozambique

Zambia

Madagascar

Reunion Island

Zimbabwe

Namibia

Malawi

Lesotho

Botswana

Eswatini

Comoros

Eritrea

Vatican

New Zealand

Solomon Islands

Vanuatu

Australia

Tonga
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Fiji

<

<

Western Samoa
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