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1 Installation and Login

1.1 Configure computer Firewall

1. It’s suggested to shut down all firewalls and antivirus software in the computer to run

CMS. Otherwise, the devices added to CMS may stay offline. If you are worried about the

safety of your computer, you can configure Microsoft firewall as the way below so you can

keep firewall running.

€ Step 1: Go to Control Panel\System and Security\Windows Defender Firewall.

€ Step 2: Click Advanced settings.

5 Windows Defender Firewall

3 ~ 4 | 8> ControlPanel » System and Security > Windows Defender Firewal ~ C Search Control Panel

Control Panel Home Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC
Allow an app or feature through the Internet or a network.
through Windows Defender
Firewall
Update your Firewall settings
®y Change notification settiggs

® Turn Windows Defends
Firewall on or off

®y Restore defaults
®y Advanced settings
i ~
Troubleshoot my network l e Private networks Connected

Metworks at hore or work where you know and trust the people and devices on the network

Windows Defender Firewall is not using the

‘y Use recommended settings
recommended settings to protect your computer.

What are the recommended settings?

Windows Defender Firewall state: Off
Incoming connections: Block all connections to apps that are not on the list
of allowed apps
Active private networks: S Jamie WIFI
Notification state: Notify me when Windows Defender Firewall blocks a
new app
. w Guest or public networks Connected
See sleo MNetwarks in public places such as airports or coffee shops
Security and Maintenance Windows Defender Firewall state: Off
Network and Sharing Center

Incoming connections: Block all connections to apps that are not on the list
of allowed anns -

€ Step 3: Go to Inbound Rules and create a New Rule on the right.

€ Step 4: Choose Port and click Next to move on.
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9 Windows Defender Firewall with Advanced Security

x

File Action View Help

2| am@l =]
" Windows Defender Firewall wit] §ITEITEE S | Actions
nbound Rules — ~
Gi Profil =
&% Outhound Rules ama. 0P e =
& Connection Security Rules 9 BaiduNetdiskHost W MewRule..

5 M Monitoring @ BaiduNetdiskHost Public = e N
| ﬂ Mew Inbound Rule Wizard »
|

Rule Type 3
Select the type of firewall rule to create »

Steps:
& PRule Type ‘What type of nule would you like to create?
@ Protocol and Ports
@ Action ) Program
o Profile Rule that controls connections for a program.
@ MName O Port
Ruule that controls connections for a TCP or UDP port.
) Predefined:
AllJoyn Router
Rule that controls connections for 8 Windows experience:
() Custom
Custom rule.

< Back Cancel

€ Step 5: Choose UDP and fill in Special local ports with 9060,9062,8300.

P Windows Defender Firewall with Advanced Security - o x
File Action View Help
L AN EYY 7|
@@ Windows Defender Firewall wit] [ L] Actions
Inbound Rul T
3 Inbound Rules Name Group Profile Inbound Rules -
% Outbound Rules | PO
Ki Connection Security Rules || @ BaiduNetdiskHost Public &3 NewRule..
> B Monitoring € BaiduNetdiskHost Public 7 Eiltar bus Denfila »
| @@ New Inbound Rule Wizard X R
|
Protocol and Poris »
‘Speciy the protocols and ports to which this re apples »

Steps:
@ Rule Type Does this nule appiyto TCP ar UDP?
@ Protocol and Ports O TcP
o s
@ Profile
N
@ hame lLDnes this rule apply to all local ports or specific local ports?
O Al local ports

© Specific local ports: 3060,9062.8300]
Example: 80, 443, 5000-5010

< Back
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€ Step 6: Click Next to move on.

- f

New Inbound Rule Wizard
| New Inbound Rule Wizard 2 ‘ﬂ lew Inbound Rule Wiza
|

Action | Profile
|

| Specifythe profles for which this ule appi
| Speciy the action o be taken when a connection matches the condiions speciied in the rule. | pecty the profilesfor which this e spplies

|
| Steps: | Steps:
| 2
lo Rk Type What acion shouid be taken when a connection matches the specified condiions? @ Ruke Tive R
|
|
@ Frotocol and Fotts | @ Prtocoland Pots
| © Allow the connection | @ Action 8 Domain
| Action This includes connections that are protected wih Psec as well as those are not Pt Aopiies when a computer s connected to s comorate domain
|o Profie | &
| () Allow the connection if it is secure |@ Name @ Private
@ Name
| This includes only connections that have been authenticated by using IPsec. Connections | Appiies when a computer s connected to a private netwark localion, such 2s  home
wil be secured using the settings n IPssc properties and ndes n the Connection Securty | e
| Fie node.
| & Public

| Appiies when a computer s connected to a public network location

| O Block the connection

< Back Cancel < Back Ned > Cancel

| @ New Inbound Rule Wizard x P Windows Defender Firewall with Advanced Security _
| e Acion View Help

| Name s 2@ =0
| Specty the name and description of this e @ it et v [T Actions
£ Inbound Rules ~
| Neme Group profie || inbound Rules
3 Outbound Rules -
| Steps: By Connection Security Rules || O/ ENATEIS Al @ NewRule
| 5 . Monitoring @ BaiduNetdsiHost Pl ||| 7 Fier by profie N
@ Rule Type O BaicuNetdsitost Pubic
| Grece o || 7 Fiterby state »
|@ Protocol and Pors Gtace Public || ¥ Fiterby Group »
@ Acton :;M..wm Pubic View ,
Foxmailexe Pubic
| Profie == g e || @ metesn
DNAKE CMS Gmsg public || ExportList
|o Name
| @ mysaid pusic  ||[@ Hep
Desciption {optional): @ mysald Pubic
| G NDI SED9STITOC2TTISTecOBEDBaceb12cD.. Al LT
| @ proxy Public || @ Disable Rule
| @ proxy vt (| g cur
@ remoteupgrade 11,12 Prvste .
| @ remoteuporade 1,12 prvate || = P
| @ remteuparadenii2 bunic || X Delete
| gmmmmvmmz private || [ propertes
remoteupgrade 1,12 Pubic
el
| @ remoteupgrade v1.12 prve || B HeP
| @ remoteupgrede 11,13 Pubic
@ remoteupgrede 11,13 Pubic
| @ remoteupgrade v1.13 Public
| @ remoteupgrade v1.13 Pubic
| @ remoteuporade v1.13 Pubic
@ remoteupgrade 1,13 Public
| @ remoteupgrade v1.1.3 Private
| @ remoteupgrace 113 Prvate
| @ remotespgrace 113 Pubic
@ remoteuporede 11,13 Pubic
| Siype Pubic
Gsigpe Pusic
| <Back Cancel P
|

1.2 Install CMS

1. Install CMS

€ Step 1: Please contact us to get the latest CMS software.

€ Step 2: Run CMS Software.exe ,q , dministrator.

« Data (D) » Softwares > CMS_0_2_2_13_1366x768_A_20230302 v O Search CMS_0_2_2_13_1366.. R

Name Date modified Type Size

CMS Software.exe 3/2/2023 4:31 PM Application 164,778 KB
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@ Step 3: Please restart computer to take effect, or unspecified error might occur.

1.3 Install driver for card reader

1. Driver needs to be installed to support card reader. Please follow the steps to install

DNAKE driver.

€ Step 1: Open CMS file location D:\CMS.

> ThisPC > Data (D) » CMS v G searchCMs »
~
Name Date modified Type Size
Vs 3/21/2023 T:11 PM File folder
bin 3/21/2023 7:12 PM File folder
CP210x_Windows_Drivers_with_Serial_En..  3/23/2023 2:20 PM File folder
data CP210x_Windows_Drivers_with_Serial_Enumeration File folder
Date created: 3/23/2023 2:30 PM
icon Size: 8.45 MB File folder
Folders: x64, x86
share Files: CP210xVCPInstaller_x64.exe, ... File folder
tomcat-6.0.36 3/21/2023 711 PM File folder
CP210x_Windows_Drivers_with_Serial_En... 6/29/2022 10:03 AM ZIp Efféiﬁ 7,008 KB
‘ db.sgl 3/12/2019 3:38 PM SQL File 13KB
‘ db_en.sql 12/13/2016 8:56 AM SQL File 2KB
| db_update.sql 12/4/2018 11:08 AM SQL File 5KB
# ErrorMode.reg 10/26/2013 11:23 AM Registration Entries TKB
my.ini 3/25/2022 11:12 AM [r=yaia=y 3KB
[%] srv_install bat 2/2372023 11:22 AM Windows Batch File 1KB
[%] srv_remove.bat 2/23/2023 11.22 AM Windows Batch File 1KB

P Step 7. Unzip g CP210x_Windows_Drivers_with_Serial_Enumeration.zip to CMS file.
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» ThisPC » Data(D:) » CMS v G 2. Search CMS
[0 Mame Date modified Type Size

vE 2022/9/1 21:50 File folder

bin 2022/9/2 15:22 File folder

CP210x_Windows_Drivers_with_Serial_Enumeration File folder
data File folder
dnake File folder
share File folder
tomcat-6.0.36 File folder
D CH-202207281156.pid PID File 1KB
] CMSE-ERIEREA.doc Microsoft Word 9... 2,020 KB
a% CP210x_Windows_Drivers_with_Serial_Enumeration.zip Compressed File (... 7,008 KB
D COC.pid PID File 1KB
[ dbsql SOL File 13 KB
D db_en.sql 2016/12/13 8:56 SQL File 2KB
D db_update.sql 2018/12/411:08 SQL File 5KB

V'S Step 3 Open CP210_Windows_Drivers_with_Senal_Enumeration to install

= CP210wVCPInstaller x6d.exe

<« Data(D:) > CMS > CP210x_Windows_Drivers_with_Serial_Enumeration v (@] Search CP210x_Windows Dr.. 2
Name - Date modified Type Size
x64 6/15/2018 11:13 PM File folder
» x86 6/15/2018 11:13 PM File folder
» i CP210xVCPInstaller_x64.exe 9/28/2017 1:58 AM Application 1,026 KB
» i CP210xVCPInstaller_x86.exe 9/28/2017 1:58 AM Application 903 KB
» \ dpinstxml 9/28/2017 1:45 AM xmlfile 12KB
» | SLAB_License_Agreement VCP_Windows... 9/28/2017 1:46 AM AT 9KB
» =/ slabvcp.cat 6/14/2018 3:13 AM Security Catalog 11 KB
_ slabvep.inf 6/14/2018 3113 AM TEER 8KB
~ vb-7-6-driver-serial-enum-release-notes...  6/16/2018 2:51 AM AR 16 KB
1.4 Login
%l

After downloading and installing the CMS, double-click «*. to run CMS. The default

account is admin and password is 123456. Click to log in CMS.
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Welcome
English v
admin
123456 [OF
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2 Configure DNAKE Devices

Please make sure devices and CMS-installed computer are connected to Internet and under
the same LAN. The following will take Indoor Monitor settings as an example. Please refer

to it when configuring on other DNAKE devices.

2.1 Fill in IP address of CMS and password on Indoor Monitor

1. Fill in IP address of CMS and password on Indoor Monitor webpage

€ Step 1: Please go to Network on the webpage of Indoor Monitor to configure. Fill in
CMS IP address which is the IP address of CMS-installed computer.

€ Step 2: Set a password for Indoor Monitor which will be used to fill in CMS later.

2. If you don't want to login to webpage to set CMS IP address and password, you can also

set it on Indoor Monitor GUI.

€ Step 1: Please go to Room Settings on Indoor Monitor GUI to configure. Fill in Server
of CMS which is the IP address of CMS-installed computer.

7
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€ Step 2: Set a password for Indoor Monitor which will be used to fill in CMS later.

© Settings

Ethernet

Wi-Fi 192.168.1.105

Room Mask 255.255.255.0

sIP Gateway 192.168.1.1

DNS 8.8.8.8
Password

192.168.12.40
Apps

Password

Reset
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3 CMS Introduction and Dashboard

3.1 Brief Introduction to CMS

1. CMS main interface is mainly composed of 7 modules. CMS aims to manage all

DNAKE intercom with one software. Take a look at the chart below to have an overview

of CMS.
No. Modules Description
The status (online or offline) of all the devices registered to CMS,
1 Dashboard .
numbers of building and apartment, numbers of face and card.
) Settings Set up face recogm.tlon, alarm zones, groups, CMS accounts and
schedule send email.
. Add and manage devices such as Indoor Monitor, Door Station,
3 Devices . . . .
Villa Station, Gate Station and Master Station.
4 Residents Add and manage users. Add access cards and faces.
5 Devices Logs Check call and unlock logs.
6 Alarm Logs Check the alarm logs.
7 Messages Send messages to devices.

3.2 Dashboard (Dashboard)

1. Dashboard shows the status (online or offline) of all the devices registered to CMS,

numbers of building and apartment, numbers of face and card.
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Central Management System

DNAKE
@

Dashboard

©

Settings
o

Devices

&

Residents

@

Devices Logs

Messages

Devices Info

Door Station
B Online 1

Offiine 0

Community Info

Buildings

Access Info

Face

10

Indoor Monitor

Online 1

Offline 0

Apartments

Card

Master Station

Online 0

Offiine 0
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4 Add Devices to CMS

4.1 Manage Groups (Settings > Group)

4.1.1 Modify groups

€ Step 1: Go to Settings > Group to configure.
€ Step 2: Click to select parent or click the group on the left.

€ Step 3: Name this group by filling in Group text box.

€ Step 4: Click "  to modify this group.

Central Management System

~
DNAKE
@ Basic Group Accounts Inform

Dashboard . Building

(Hﬁ Parent: Click to select parent
Qs

Settings

Group:

Devices
&b

Residents

(o

Devices Logs

Alarm Logs

&

Messages

4.1.2 Add groups

€ Step 1: Click to select parent or click the group on the left. New group will be created

under the selected group.

11
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€ Step 2: Name this group by filling in Group text box.

€ Step 3: Click to add this group.

Central Management System
=g,
DNAKE
@ Basic Group Accounts Inform

Dashboard e Buiding
Unit

@ G Parent: Clickto select parent

Settings

Devices

&b

Residents

B

Devices Logs

G

Alarm Logs

Group:

&

Messages

4.1.3 Delete groups

@ Step 1: Click to select parent or click the group on the left.

@ Step 2: Click BN (o delete this group.

12
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Central Management System

DNAKE

Q Basic Group Accounts Inform
onace]

Dashboard b Building
Unit

@) ot Parent: Clickto select parent

Settings
[}
o
Devices

&

Residents

B

Devices Logs

B

Alarm Logs

&

Messages

4.2 Add Indoor Monitors one by one on CMS (Devices > Indoor Monitor)

1. After configuring on Indoor Monitor, Indoor Monitor can be added to CMS now.
€ Step 1: Go to Devices > Indoor Monitor and click to add.

€ Step 2: Fill in Indoor Monitor’s Building, Unit, Apartment No., Device No., Password
and Device Name. ID will be generated according to this Indoor Monitor
automatically. Password should be the same with the one filled in Indoor Monitor. If

password is different, it’ll fail to add.

13
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tomas | metworc
fasic
@ oo
Time
1P Address
Passord
System
“Mask
o Intercom
Deiice
Gatewsy
Network
sp
NS
cal
Phonebook
GallLoge
R Security
Zone
Sce @ o
® Advanced “ems
192 3 168 o 12 . 40
Video
—_— +Password
More

€ Step 3: Click to save.

Create New Indoor Monitor

*MAC address :

1P address :

f | IM-11-11110

¢ | Indoor Monitoq

2. If you want to remotely set the basic settings of indoor monitor from CMS, you can
select Auto settings to synchronize data to the device. It’s labor saving, it will synchronize

settings once the indoor monitor power on.

€ Step 1: Fill in MAC address of the device.

14
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@ Step 2: Fill in all the other parameters. CMS will synchronize data to the device, but

you need to wait for 3-5 minutes to make the device online and synchronize the data.

Create New Indoor Monitor

8 Auto Settings

*MAC address :
IPaddress: | 192.168.0.101
= ApartmentNo. : | 1111 Mask: | 255 255 255 0

*Device No. : Gateway : | 192 168.0.1

=Ppassword : ; ons: | gggg

TD: | MA-1-11110 Close

Device Name : | Indoor Monitor

4.3 Add Indoor Monitors in batches on CMS (Devices > Indoor Monitor)

1. Add Indoor Monitors in an orderly manner.

€ Step 1: Click Batch to add Indoor Monitors in batches.

€ Step 2: Click to select parent. All Indoor Monitor will be put under this group.
€ Step 3: Fill in Building and unit number of Indoor Monitors.

€ Step 4: Fill in apartment number. Apartment numbers range from 1 to 9899. For
example, if you fill in apartment numbers from 101 to 305. You’ll add Indoor Monitor
to CMS with apartment number 101, 102, 103, 104, 105, 201, 202, 203, 204, 205, 301,
302, 303, 304 and 305. Take Apartment number 102 as an example. 1 stands for the

floor of the building and 02 stands for room number on 1st floor.

15
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B centrat Management System -

DNAKE

@. Indoor Monitor ~ Door Station Villa Station Gate Station Master Station
—
@0
Dashboard e = X I
Settings
(B Mo Group Building Uit Apt No Device Mo P address MAC address Status Oparation
=)
[m} 1 DNAKE 1 ¥ 305 0 Offiine V4
i O 2 DNAKE 1 1 304 [} oming Prd
0 3 DNAKE 1 1 03 0 Offine
&b 2
O 4 DNAKE 1 1 302 0 Offine yd
Residents =
O 5 DNAKE 1 1 301 0 Offing Ved
E [m] [] DNAKE 1 1 208 [ OMming 2
7 DINAKE 1 1 20 [ Offine
Devices Logs = i i 2
] ] DNAKE 1 1 203 ] OMmine 2
F‘ﬁ [m} ] DNAKE 1 1 202 [ Offine 2
Alarm Logs [m] 0 DMAKE 1 g 201 o Oomine pod
[m)} 1 DNAKE 1 1 105 1] Offiine f
[ O 12 DNME 1 1 104 0 omine yd
3 DNAKE 03 [ Off
icssages [} 1 MAK 1 1 1 ine é
[m] 14 DMNAKE 1 1 102 o Oming £
O 15 DNAKE 1 1 101 1] Offiine ﬁ
m] 16 Apt 1 1 11 [ Onling 2

< w > + IR T

€ Step 5: Fill in Password. Password should be the same with the one filled in Indoor

Monitor. If password is different, it’ll fail to add.

€ Step 6: Click Submit to make Indoor Monitors arranged in an orderly manner.

16
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Create New Indoor Monitor

Batch

DNAKE

2. Import Indoor Monitors in batches

€ Step 1: Click 0 to download template.

€ Step 2: Open the template to fill in devices” information.

€ Step 3: Click to import the template. All the devices will be added to CMS.

17
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| B Central Management System

DNAKE

Q Indoor Monitor Door Station Villa Station Gate Station Master Station

All v m ‘)(

Dashboard

@ (D DNAKE ‘

mport

Building Unit Apt No Device No IP address MAC address Status Operation

Settings
P ‘ (] No
- [} 1 Apt. 1 1 1M 0 Online Va
Devices

&

Residents

(@

Devices Logs

B

Alarm Logs

&

Messages

11 > 1 Record:  25/page v

4.4 Add Door Station, Villa Station, Gate Station and Master Station to CMS

1. Please go to Devices > Door Station / Villa Station / Gate Station / Master Station to

configure. Door Station, Villa Station and Master Station can be added to CMS here.

2. The way to add Door Station, Villa Station, Gate Station and Master Station is similar to

Indoor Monitor’s. Please refer to the previous instruction to add them to CMS.

18
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5 Manage Cards and Face Recognition

5.1 Turn on Face recognition (Settings > Basic)

1. Face Recognition: Please enable face recognition if you prepare to use this function on

Door Station. Remember to click .

2. Face model: It needs to be the same with the face model on Door Station. Default face

model on Door Station is 6.0. You can check it on Door Station’s webpage. Remember to

click .

Face Recognition Enabled “ |  Face Model 6.0 Model A

5.2 Register cards and Face Recognition one by one (Residents)

1. Create new resident data

€ Step 1: Go to Residents and click to add users.

€ Step 2: Click to select device. Building, Unit and Apartment number will be filled in

automatically according to the selected device.

€ Step 3: In order to distinguish different residents, user name can’t be empty. But

telephone number is optional.

19
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Create New Resident Data

* ApartmentNo. : | 1111

*User Name : | Jamie

Tel: | 15988888888

€ Step 4: Click to add access card and upload photo for face recognition.

€ Step 5: Decide on the period of validity for access card and face.

@ Step 6: Select the driver COM for card reader. Click ™™ and tap cards on card

reader.

€ Step 7: Click ** and , if face recognition is not needed.

@ Step 8: If face recognition is needed, upload face info by clicking

ID Photo should be like the one used in the ID card and should be jpg. format. The
photo size is not limited. CMS will compress photo. But photo size is not suggested to

be too big.

€ Step 9: Click .

20
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Create New Access Data

StartTime :  [2023-03-25 15:31:15 @
EndTime :  |2050-01-01 00:00:00 Br

Reader: | COMS v | Stop (5)

“Cardfe.: | 14661730

7358386
6176748

Prompt: The card has been added.

5.3 Add residents in batches (Residents)

1. Import residents in batches.

€ Step 1: Click O to download template.

€ Step 2: Open the template to fill in residents’ information.
€ Step 3: Click to import the template. All the residents will be added to CMS.

5.4 Register cards in batches (Residents)

1. Add cards in batches.

€ Step 1: Select residents to add cards.

@ Step 2: Click to add cards.

21
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Central Management System — o 3
-
DNAKE
@
Dashboard l | l ‘ | ‘ | ‘
©

Settings

8 o Group Building Unit Apt No. Name Tel Operation
[}
] 1 Apt. 1 1 11 Jamie 15988888888 p

Devices

< 17 > 1 - Record:  25/page v

€ Step 3: Choose how many cards residents will be related to (1, 2 or 3) and the card

reader port.

Add Card

All Residents : 1

Number of cards issued per
resident: | 1 v
Reader: | COMS5 v

*IF the system cannot recognize the serial port, please install the card
‘swiping driver in the CMS installation drectory.

@ Step 4: Tap cards to card reader until all cards related to the residents. If the card
reader fails to add cards, please make sure the port is right and the driver is working
normally.

22
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Card Reading

Added Resident :

CardRead :

CardMo.: 7358385;5220572; 14661730

*All residents have added cards

canee!

5.5 Cards for property personnel

1. Some community need cards for staff to access to all the buildings so the way below is
for property personnel. You need to first create a “999-99-9899” Indoor Monitor, and then

create a new resident and add cards for it.
€ Step 1: Go to Devices to add an Indoor Monitor.

€ Step 2: Building should be 999 and Unit should be 99. Apartment number should be

9899. Group, Device No, Password and Device Name can be customized.

23
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Create New Indoor Monitor

*MAC address :

| IM-999-99-9899-0

| Property Personnel

€ Step 3: Go to Residents to create a new resident under “999-99-9899” Indoor Monitor.

Create New Resident Data

Property Personnel

: | 15999999999

€ Step 4: Decide on the period of validity for access card and face.

@ Step 5: Select the driver COM for card reader. Click **" and tap cards on card

reader.

24
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Create New Access Data

: |2023-03-27 11:08:52 04

¢ |2050-01-01 00:00:00

€ Step 6: Click ** and .

€ Step 7: Select devices and click -

Access Sync

Devices List :

@ @ onae . IP address

Access synchronization succeeded.

@ Step 8: Click NN

25
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6 Logs from Devices

6.1 Call Logs (Devices Logs > Call Logs)

1. All devices’ call logs will be displayed here. It’s clear to see outgoing, incoming calls,

which device the call come from, when the call started and even the screenshot of the

caller.

Central Management System

DNAKE
A CallLogs  Unlock Logs

Dashboard Building i

pe: | Al N/ | Date: [202303-2415:5235 [~ |— (2230325155235 ([@v ‘X Export
Unit 3

= Bm Apt.
[0 tndoor Monitor

B Door Station

D Date-Tim
Settings

(o]
o

Devices

&b

Residents

O 0O f

Door Station Incoming Indoor Manitor 2023-03-25 150555 @
2 Door Station Incoming @

Indoor Monitor 2023-03-24 1410:20

Alarm Logs

&

Messages

6.2 Unlock Logs (Devices Logs > Unlock Logs)

1. All unlock logs will be displayed here. It’s clear to see user name, unlock type, which

device unlocked, when the door unlocked and even the screenshot of the user who

unlocked.
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Central Management System

DNAKE

Q Call Logs Unlock Logs
@ I DNAKE —_— —
Dashboard -
Type: | All v Date : [2023-03-24 15:54:41 D-‘ - ‘m2303~25 15:54:41  [@~ O\ )(‘ Export
: @) N Devic From D UserName  Unlock Type Date-Time Operation
Settings O 1 Door Station 1011111 Indoor Monitor Jamie call 2023-03-25 155434 @
[} 2 Door Station 1011111 Indoor Monitor Jamie call 2023-03-25 155433 @
o
O 3 Door Station 6176748 Indoor Monitor Jamie Card 2023-03-25 15:52:21 Succeed
Devices
[m] 4 Door Station 5220572 None None Card 2023-03-25 15:52:19 Failed
&
Residents

@

Devices Logs

&

Alarm Logs

< wm o> 1 Rewod:  25page
Messages

6.3 Alarm Logs (Alarm Logs)

1. The module will display the details of all alarm records. Administrators can expand the
tree menu on the left and select a device to view all alarm records of the device. You can

select the alarm log and click to confirm the alarm.

Central Management System

DNAKE
A

. ‘
=] Building Date = 237: mhd % 237 =k
Dashboard s te lzuznz 2415:37:57 @ ‘ ‘2::2303 2515:37:57 (@
Apt.
IO 1ndoor Monitor r —
® | @ x|
Settings
(@] No Building Unit Apt No Zone Alarm Confirm Date-Time
O 1 1 1 1 5 Smoke Confirmed 2023-03-25 15:56:23
O 2 1 1 1111 s Smoke Unconfirmed 2023-03-25 15:56:23
Devices
&
Residents

©
Devices Logs
Alarm Logs

&

Messages

< - > 1 Record:  26fpage v
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7 Send Messages to Devices

7.1 Send the same message to one or more devices (Message)

1. Please follow the steps below to send the same message to one or more devices.

€ Step 1: Click to edit new message.
€ Step 2: Fill in the message. The text should be less than 250 characters.

€ Step 3: Select device or user to whom you want to send the message on the left and

click

Send Message

7.2 Send different messages to one or more devices at one time

1. Please follow the steps below to different messages to one or more devices at one time.

€ Step 1: Click ﬂ'} to download template.
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€ Step 2: Open the template to fill in the message and the receiver. The text should be

less than 250 characters.

€ Step 3: Click to import the template. All the receivers will get the messages

you want them to receive.
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8 Alarm zones and CMS Accounts

8.1 Alarm zones (Settings > Basic)

1. Alarm zones is reserved for update in the future.

onel None v Zone5 None v Zo MNone v 'one13: | None v
None v one None v Zone10: | none v Zone14: | None v
None v ZoneT: | None v one1l: | None v Zone15: | None v
oned: | None v None v Zone12 ‘ None v onel16: | None v

8.2 Manage CMS Accounts (Settings > Accounts)

1. Add CMS accounts.
€ Step 1: Go to Accounts and click to create an account.

€ Step 2: Choose types of account (Administrator, Property Manager, and Security Guard).
Three types of accounts (Administrator, Property Manager, and Security Guard) will

have different authorities. Please check the chart below.

Account

Administrator Property Manager Security Guard
Permission
Dashboard v J J
Settings N X X
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Devices N X X
Resident N X X
Devices Logs N N, N,
Alarm Logs N v N
Messages N J J

" ¥ " Indicates having the authority to access; " X "Indicates the contrary;

€ Step 3: Fill in User name, password and confirm the password.

Create New Account

Type: | Administrator v

31



DNAKE

9 Receive Schedule Send Logs by email

9.1 Configure email beforehand

1. Enable POP/IMAP or IMAP/SMTP: In order to add email to CMS, some email
configurations needed to be done. You need to set up your email POP/IMAP or

IMAP/SMTP. The steps below are taking Gmail as an example to enable IMAP.

€ Step 1: Log in your Gmail account, go to its settings and unfold all settings.

Q  search mail

o- ¢ sooter < > Quick settings x Y

& Primary ©  Promotions &, Social See all settings
(=] | |

Appsin Gmail
[C] Chat and Meet
> Customize
D
Density —
@® Default 8 |
it

O Comfortable

O Compact

€ Step 2: Go to Forwarding and POP/IMAP to enable IMAP. Please remember to save

changes.

Q  search mail

Settings

Forwarding:
Learn more

POP download: 1. Status: POP is disabled
Learn more © Enable POP for all mail

IMAP access:
(access Gmailfrom other clients using IMAP)
Leamn more

® Do ot limit the number of messages in an IMAP foljer (default)
O Limit IMAP folders to contain no more than this many\gessages [1,000 v

Configure your email client (e.g. Outlook, Thunderbird, iPhde)
Configuration instructions

Save Changes | | Cancel |
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2. 2-Step Verification and App passwords: The steps below are instructions to enable 2-

Step Verification and get App passwords.

€ Step 1: Go to your google account and enable 2-Step Verification in the Security

column.

Google Account Q

@ Home

=E Personalinfo
C® Data & privacy
\ﬁ Security

2, People & sharing

[ Payments & subscriptions

® About

-

How you sign in to Google

Make sure you can always access your Google Account by keeping this information up to date

[ use your phone to sign in

M @ 2-Step Verification

2+ Password

[J Recovery phone

Recovery email

2-Step Verification is off

@ off

Last changed Apr 30,

lopd]

@ Step 2: Follow the instructions to set up your phone and fill in verification code to

enable 2-Step Verification.

< 2-Step Verification

Let's set up your phone

What phone number do you want to use?

How do you want to get codes?

@ Textmessage (O Phone cal

Show more options

Step1of3

€ Step 2: Scroll down to find App passwords.

NEXT

< 2-Step Verification

Confirm that it works

Google just sent a text message with a verification code to

Enter the code

e

Didnit get it? Resend

BACK

Step20f3

33

NEXT

< 2-Step Verification

It worked! Turn on 2-Step Verification?

Now that you've seen how it works, do you want to turn on 2-Step Verification for your Google

Account

@gmail.com?

Step3of3

TURN ON
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& 2-Step Verification

. Authenticator app

>
Use the Authenticator app to get verification codes at no charge, even when your
phone is offline. Available for Android and iPhone.
Or Security Key R

A security ke is a verification method that allows you to securely sign in. These
can be built in to your phone, use Bluetooth, or plug directly into your computer’s
USE port.

Devices that don't need a second step

You can skip the second step on devices you trust, such as your own computer.

Devices you trust
Lo

Revoke trusted status from your devices that skip 2-Step Verification.

REVOKE ALL

App pysswords

App Pasywords aren't recommended and are unnecessary in most cases. To help keep your account
secure, ulle “Sign in with Google” to connect apps to your Google Account.

App passwords

None

€ Step 3: Select app and device to set up App passwords.

< App passwords

App passwords let you sign in to your Google Account from apps on devices that don't support 2-Step
Verification. You'll only need to enter it once so you don't need to remember it. Learn more

You don't have any app passwords.
Select the app and device you want to generate the app password for.

Select app «  Select device v

GENERATE

€ Step 4: Remember or copy this generated app password which will be used in CMS.

¢ App passwords

App passwords let you sign in to your Google Account from apps on devices that don't support 2-Step
Verification. You'll only need to enter it once so you don't need to remember it. Learn more

Generated app password Your app passwords

Your app password for your device

Name Created Last used
| - ~ gfwv

How to use it DNAKE CMS 5:28PM -

Go to the settings for your Google Account in
securesally@gmail com the application or device you are trying to set
up. Replace your password with the 16- Select the app and device you want to generate the app password for.
Password character password shown above
Just like your normal password, this app
password grants complete access to your Select app ~  Select device -
Google Account. You won' need to remember
it, so don't write it down or share it with
anyone.

GENERATE

DONE
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9.2 Add email account to CMS

1. The first thing to receive schedule logs from CMS is to add an email address as a

receiver. Please follow the steps below to add an email.

€ Step 1: Go to Settings > Inform.

Central Management System
ny
DNAKE
@ Basic Group Accounts Inform

Dashboard

@ O

Settings

(]
=]

Devices

&

Residents

&

Devices Logs

@B

Alarm Logs

]

Messages

€ Step 2: Click the settings icon on the right. Fill in all the parameters of your email. The

chart below is for your reference.
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Basic Configuration

PassWOrd 1 | eesekessbesies

= SMTP Server : ‘ smtp.gmail.com ‘ =Port: ‘ 465

=POP3 Server : ‘ imap.gmail.com ‘ “Port: ‘ 293
*EncryptType: | SSL v
cane

No. Email SMTP Sever Port POP3 Sever Port Encrypt type
1 Gmail smtp.gmail.com 465 imap.gmail.com 993 SSL
2 Outlook smtp.office365.com 587  outlook.office365.com 995 TLS
3 QQ smtp.qq.com 25 pop.qq.com 25 NONE

9.3 Edit details of schedule send email task

1. After add email account to CMS, you need to create task for schedule send email by

click . The Information Configuration includes Notification Name, Recipient

Mailbox, The Devices, Log Type, Log Range, Schedule Time. You can even send a test

email to test the communication between email and CMS.
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Information Configuration

Enabled: ()

e

*Redpient maibox : ‘ cc: |

sa,,m:‘

Content :

e

“Log Type : [T calLogs

*LogRange : \msz;«

*Date Sent : [ZJB-O}ZS

*Transmission cyde : (] Sunday

(O Thursday

Send test mail
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10 Manage Data

10.1 Filter data

1. Click the groups on the left to check devices in this group.

= DMAKE
= Building
= Linit
= Apt
[l villa Station
] Indoor Maonitor
B Dioor Station
Master Station

2. Choose Type or fill in Building, Unit or Apartment No. and click & to filter data. Click

Xto clear the filter criteria.

All v E ‘ b4

10.2 Import and Export data

1. Click to export data.

2. Click to export data.

10.3 Edit or Delete data
1. Click £ to edit.

2. Select data and click to delete.
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