
 

 

  

User Manual 
DNAKE CMS 

                                                 



  

 

Contents 

 

1 Installation and Login ........................................................................... 1 

1.1 Configure computer Firewall........................................................................... 1 

1.2 Install CMS ...................................................................................................... 3 

1.3 Install driver for card reader ............................................................................ 4 

1.4 Login ................................................................................................................ 5 

2 Configure DNAKE Devices .................................................................. 7 

2.1 Fill in IP address of CMS and password on Indoor Monitor ........................... 7 

3 CMS Introduction and Dashboard ...................................................... 9 

3.1 Brief Introduction to CMS ............................................................................... 9 

3.2 Dashboard (Dashboard) ................................................................................... 9 

4 Add Devices to CMS ........................................................................... 11 

4.1 Manage Groups (Settings > Group) .............................................................. 11 

4.2 Add Indoor Monitors one by one on CMS (Devices > Indoor Monitor) ....... 13 

4.3 Add Indoor Monitors in batches on CMS (Devices > Indoor Monitor) ........ 15 

4.4 Add Door Station, Villa Station, Gate Station and Master Station to CMS .. 18 

5 Manage Cards and Face Recognition ................................................ 19 

5.1 Turn on Face recognition (Settings > Basic) ................................................. 19 

5.2 Register cards and Face Recognition one by one (Residents) ....................... 19 



  

 

5.3 Add residents in batches (Residents) ............................................................. 21 

5.4 Register cards in batches (Residents) ............................................................ 21 

5.5 Cards for property personnel ......................................................................... 23 

6 Logs from Devices ............................................................................... 26 

6.1 Call Logs (Devices Logs > Call Logs) .......................................................... 26 

6.2 Unlock Logs (Devices Logs > Unlock Logs) ................................................ 26 

6.3 Alarm Logs (Alarm Logs) ............................................................................. 27 

7 Send Messages to Devices ................................................................... 28 

7.1 Send the same message to one or more devices (Message) .......................... 28 

7.2 Send different messages to one or more devices at one time ........................ 28 

8 Alarm zones and CMS Accounts ....................................................... 30 

8.1 Alarm zones (Settings > Basic) ..................................................................... 30 

8.2 Manage CMS Accounts (Settings > Accounts) ............................................. 30 

9 Receive Schedule Send Logs by email ............................................... 32 

9.1 Configure email beforehand .......................................................................... 32 

9.2 Add email account to CMS ............................................................................ 35 

9.3 Edit details of schedule send email task ........................................................ 36 

10 Manage Data ...................................................................................... 38 

10.1 Filter data ..................................................................................................... 38 

10.2 Import and Export data ................................................................................ 38 



  

 

10.3 Edit or Delete data ....................................................................................... 38 



  

 

1 

 

1 Installation and Login 

 

1.1 Configure computer Firewall 

1. It’s suggested to shut down all firewalls and antivirus software in the computer to run 

CMS. Otherwise, the devices added to CMS may stay offline. If you are worried about the 

safety of your computer, you can configure Microsoft firewall as the way below so you can 

keep firewall running. 

 Step 1: Go to Control Panel\System and Security\Windows Defender Firewall. 

 Step 2: Click Advanced settings. 

 

 Step 3: Go to Inbound Rules and create a New Rule on the right. 

 Step 4: Choose Port and click Next to move on. 
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 Step 5: Choose UDP and fill in Special local ports with 9060,9062,8300. 
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 Step 6: Click Next to move on. 

  

 Step 7: Customize the name of this rule. Now you may find this rule is created. 

  

1.2 Install CMS 

1. Install CMS  

 Step 1: Please contact us to get the latest CMS software. 

 Step 2: Run  as administrator. 
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 Step 3: Please restart computer to take effect, or unspecified error might occur. 

1.3 Install driver for card reader 

1. Driver needs to be installed to support card reader. Please follow the steps to install 

DNAKE driver. 

 Step 1: Open CMS file location D:\CMS. 

 

 Step 2: Unzip  to CMS file. 
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 Step 3: Open   to install 

. 

 

1.4 Login 

After downloading and installing the CMS, double-click  to run CMS. The default 

account is admin and password is 123456. Click to log in CMS. 
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2 Configure DNAKE Devices 

 

Please make sure devices and CMS-installed computer are connected to Internet and under 

the same LAN. The following will take Indoor Monitor settings as an example. Please refer 

to it when configuring on other DNAKE devices. 

2.1 Fill in IP address of CMS and password on Indoor Monitor  

1. Fill in IP address of CMS and password on Indoor Monitor webpage 

 Step 1: Please go to Network on the webpage of Indoor Monitor to configure. Fill in 

CMS IP address which is the IP address of CMS-installed computer.  

 Step 2: Set a password for Indoor Monitor which will be used to fill in CMS later. 

 

2. If you don't want to login to webpage to set CMS IP address and password, you can also 

set it on Indoor Monitor GUI. 

 Step 1: Please go to Room Settings on Indoor Monitor GUI to configure. Fill in Server 

of CMS which is the IP address of CMS-installed computer. 
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 Step 2: Set a password for Indoor Monitor which will be used to fill in CMS later. 
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3 CMS Introduction and Dashboard 

 

3.1 Brief Introduction to CMS 

1. CMS main interface is mainly composed of 7 modules. CMS aims to manage all 

DNAKE intercom with one software. Take a look at the chart below to have an overview 

of CMS. 

3.2 Dashboard (Dashboard) 

1. Dashboard shows the status (online or offline) of all the devices registered to CMS, 

numbers of building and apartment, numbers of face and card. 

No. Modules Description 

1 Dashboard The status (online or offline) of all the devices registered to CMS, 
numbers of building and apartment, numbers of face and card. 

2 Settings Set up face recognition, alarm zones, groups, CMS accounts and 
schedule send email. 

3 Devices Add and manage devices such as Indoor Monitor, Door Station, 
Villa Station, Gate Station and Master Station. 

4 Residents Add and manage users. Add access cards and faces. 

5 Devices Logs Check call and unlock logs. 

6 Alarm Logs Check the alarm logs. 

7 Messages Send messages to devices. 
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4 Add Devices to CMS 

 

4.1 Manage Groups (Settings > Group) 

4.1.1 Modify groups 

 Step 1: Go to Settings > Group to configure. 

 Step 2: Click to select parent or click the group on the left. 

 Step 3: Name this group by filling in Group text box. 

 Step 4: Click  to modify this group. 

 

4.1.2 Add groups 

 Step 1: Click to select parent or click the group on the left. New group will be created 

under the selected group. 
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 Step 2: Name this group by filling in Group text box. 

 Step 3: Click  to add this group. 

 

4.1.3 Delete groups 

 Step 1: Click to select parent or click the group on the left. 

 Step 2: Click  to delete this group. 
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4.2 Add Indoor Monitors one by one on CMS (Devices > Indoor Monitor) 

1. After configuring on Indoor Monitor, Indoor Monitor can be added to CMS now. 

 Step 1: Go to Devices > Indoor Monitor and click  to add. 

 Step 2: Fill in Indoor Monitor’s Building, Unit, Apartment No., Device No., Password 

and Device Name. ID will be generated according to this Indoor Monitor 

automatically. Password should be the same with the one filled in Indoor Monitor. If 

password is different, it’ll fail to add. 
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 Step 3: Click  to save. 

 

2. If you want to remotely set the basic settings of indoor monitor from CMS, you can 

select Auto settings to synchronize data to the device. It’s labor saving, it will synchronize 

settings once the indoor monitor power on. 

 Step 1: Fill in MAC address of the device. 
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 Step 2: Fill in all the other parameters. CMS will synchronize data to the device, but 

you need to wait for 3-5 minutes to make the device online and synchronize the data. 

 

4.3 Add Indoor Monitors in batches on CMS (Devices > Indoor Monitor) 

1. Add Indoor Monitors in an orderly manner. 

 Step 1: Click Batch to add Indoor Monitors in batches. 

 Step 2: Click to select parent. All Indoor Monitor will be put under this group. 

 Step 3: Fill in Building and unit number of Indoor Monitors. 

 Step 4: Fill in apartment number. Apartment numbers range from 1 to 9899. For 

example, if you fill in apartment numbers from 101 to 305. You’ll add Indoor Monitor 

to CMS with apartment number 101, 102, 103, 104, 105, 201, 202, 203, 204, 205, 301, 

302, 303, 304 and 305. Take Apartment number 102 as an example. 1 stands for the 

floor of the building and 02 stands for room number on 1st floor. 
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 Step 5: Fill in Password. Password should be the same with the one filled in Indoor 

Monitor. If password is different, it’ll fail to add. 

 Step 6: Click Submit to make Indoor Monitors arranged in an orderly manner. 
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2. Import Indoor Monitors in batches 

 Step 1: Click  to download template. 

 Step 2: Open the template to fill in devices’ information. 

 Step 3: Click  to import the template. All the devices will be added to CMS. 
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4.4 Add Door Station, Villa Station, Gate Station and Master Station to CMS 

1. Please go to Devices > Door Station / Villa Station / Gate Station / Master Station to 

configure. Door Station, Villa Station and Master Station can be added to CMS here. 

2. The way to add Door Station, Villa Station, Gate Station and Master Station is similar to 

Indoor Monitor’s. Please refer to the previous instruction to add them to CMS.  
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5 Manage Cards and Face Recognition 

 

5.1 Turn on Face recognition (Settings > Basic) 

1. Face Recognition: Please enable face recognition if you prepare to use this function on 

Door Station. Remember to click . 

2. Face model: It needs to be the same with the face model on Door Station. Default face 

model on Door Station is 6.0. You can check it on Door Station’s webpage. Remember to 

click . 

 

5.2 Register cards and Face Recognition one by one (Residents) 

1. Create new resident data 

 Step 1: Go to Residents and click  to add users. 

 Step 2: Click to select device. Building, Unit and Apartment number will be filled in 

automatically according to the selected device. 

 Step 3: In order to distinguish different residents, user name can’t be empty. But 

telephone number is optional. 
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 Step 4: Click  to add access card and upload photo for face recognition. 

 Step 5: Decide on the period of validity for access card and face. 

 Step 6: Select the driver COM for card reader. Click  and tap cards on card 

reader. 

 Step 7: Click  and , if face recognition is not needed. 

 Step 8: If face recognition is needed, upload face info by clicking .  

ID Photo should be like the one used in the ID card and should be jpg. format. The 

photo size is not limited. CMS will compress photo. But photo size is not suggested to 

be too big. 

 Step 9: Click . 
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5.3 Add residents in batches (Residents) 

1. Import residents in batches. 

 Step 1: Click  to download template. 

 Step 2: Open the template to fill in residents’ information. 

 Step 3: Click  to import the template. All the residents will be added to CMS. 

5.4 Register cards in batches (Residents) 

1. Add cards in batches. 

 Step 1: Select residents to add cards. 

 Step 2: Click  to add cards. 
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 Step 3: Choose how many cards residents will be related to (1, 2 or 3) and the card 

reader port. 

 

 Step 4: Tap cards to card reader until all cards related to the residents. If the card 

reader fails to add cards, please make sure the port is right and the driver is working 

normally.  
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5.5 Cards for property personnel 

1. Some community need cards for staff to access to all the buildings so the way below is 

for property personnel. You need to first create a “999-99-9899” Indoor Monitor, and then 

create a new resident and add cards for it. 

 Step 1: Go to Devices to add an Indoor Monitor. 

 Step 2: Building should be 999 and Unit should be 99. Apartment number should be 

9899. Group, Device No, Password and Device Name can be customized. 
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 Step 3: Go to Residents to create a new resident under “999-99-9899” Indoor Monitor. 

 

 Step 4: Decide on the period of validity for access card and face. 

 Step 5: Select the driver COM for card reader. Click  and tap cards on card 

reader. 
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 Step 6: Click  and . 

 Step 7: Select devices and click . 

 

 Step 8: Click .  
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6 Logs from Devices 

 

6.1 Call Logs (Devices Logs > Call Logs) 

1. All devices’ call logs will be displayed here. It’s clear to see outgoing, incoming calls, 

which device the call come from, when the call started and even the screenshot of the 

caller. 

 

6.2 Unlock Logs (Devices Logs > Unlock Logs) 

1. All unlock logs will be displayed here. It’s clear to see user name, unlock type, which 

device unlocked, when the door unlocked and even the screenshot of the user who 

unlocked. 
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6.3 Alarm Logs (Alarm Logs) 

1. The module will display the details of all alarm records. Administrators can expand the 

tree menu on the left and select a device to view all alarm records of the device. You can 

select the alarm log and click  to confirm the alarm. 
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7 Send Messages to Devices 

 

7.1 Send the same message to one or more devices (Message) 

1. Please follow the steps below to send the same message to one or more devices. 

 Step 1: Click  to edit new message. 

 Step 2: Fill in the message. The text should be less than 250 characters. 

 Step 3: Select device or user to whom you want to send the message on the left and 

click . 

 

7.2 Send different messages to one or more devices at one time 

1. Please follow the steps below to different messages to one or more devices at one time. 

 Step 1: Click  to download template. 
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 Step 2: Open the template to fill in the message and the receiver. The text should be 

less than 250 characters. 

 Step 3: Click  to import the template. All the receivers will get the messages 

you want them to receive. 
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8 Alarm zones and CMS Accounts 

 

8.1 Alarm zones (Settings > Basic) 

1.  Alarm zones is reserved for update in the future. 

 

8.2 Manage CMS Accounts (Settings > Accounts) 

1. Add CMS accounts. 

 Step 1: Go to Accounts and click  to create an account.  

 Step 2: Choose types of account (Administrator, Property Manager, and Security Guard). 

Three types of accounts (Administrator, Property Manager, and Security Guard) will 

have different authorities. Please check the chart below. 

                 Account 

 

Permission 

Administrator Property Manager Security Guard 

Dashboard √ √ √ 

Settings √ × × 



  

 

31 

 

Devices √ × × 

Resident √ × × 

Devices Logs √ √ √ 

Alarm Logs √ √ √ 

Messages √ √ √ 

  "√" Indicates having the authority to access; "×"Indicates the contrary; 

 Step 3: Fill in User name, password and confirm the password. 
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9 Receive Schedule Send Logs by email 

 

9.1 Configure email beforehand 

1. Enable POP/IMAP or IMAP/SMTP: In order to add email to CMS, some email 

configurations needed to be done. You need to set up your email POP/IMAP or 

IMAP/SMTP. The steps below are taking Gmail as an example to enable IMAP.  

 Step 1: Log in your Gmail account, go to its settings and unfold all settings. 

 

 Step 2: Go to Forwarding and POP/IMAP to enable IMAP. Please remember to save 

changes. 
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2. 2-Step Verification and App passwords: The steps below are instructions to enable 2-

Step Verification and get App passwords.  

 Step 1: Go to your google account and enable 2-Step Verification in the Security 

column. 

 

 Step 2: Follow the instructions to set up your phone and fill in verification code to 

enable 2-Step Verification. 

 

 Step 2: Scroll down to find App passwords. 
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 Step 3: Select app and device to set up App passwords. 

 

 Step 4: Remember or copy this generated app password which will be used in CMS. 
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9.2 Add email account to CMS 

1. The first thing to receive schedule logs from CMS is to add an email address as a 

receiver. Please follow the steps below to add an email. 

 Step 1: Go to Settings > Inform. 

 

 Step 2: Click the settings icon on the right. Fill in all the parameters of your email. The 

chart below is for your reference. 
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9.3 Edit details of schedule send email task 

1. After add email account to CMS, you need to create task for schedule send email by 

click . The Information Configuration includes Notification Name, Recipient 

Mailbox, The Devices, Log Type, Log Range, Schedule Time. You can even send a test 

email to test the communication between email and CMS. 

No. Email SMTP Sever Port POP3 Sever Port Encrypt type 

1 Gmail smtp.gmail.com 465 imap.gmail.com 993 SSL 

2 Outlook smtp.office365.com 587 outlook.office365.com 995 TLS 

3 QQ smtp.qq.com 25 pop.qq.com 25 NONE 
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10 Manage Data 

 

10.1 Filter data 

1. Click the groups on the left to check devices in this group. 

 

2. Choose Type or fill in Building, Unit or Apartment No. and click  to filter data. Click 

 to clear the filter criteria.  

 

10.2 Import and Export data 

1. Click  to export data. 

2. Click  to export data. 

10.3 Edit or Delete data 

1. Click  to edit. 

2. Select data and click  to delete. 
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