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1 Introduction

1.1 Introduction

CMS 2.0 is an upgraded version based on CMS 1.0, featuring a redesigned user
interface. It serves as a local device management platform for users of DNAKE
Intercom products. The system mainly includes five modules: Home Page, Site,

Update, Security Alarm, and Log.

1.2 Support Device

The current CMS is compatible with the following DNAKE device models:

S617/S615, S414, H618, E217, and C112.

2 Installation and Login

2.1 Install CMS

1. System Requirements

€ Server/PC: 64-bit CPU with at least 2 cores at 2.0 GHz or higher, memory >

4 GB, storage > 50 GB

€ Operating System: Windows 10 or Windows 11
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2. Install CMS

€ Step 1: Please contact us to get the latest CMS software.

@ Step 2: Run 9 CMS0.2.1.42 GA 20260317 55 aqministrator.

&) cMS_ 0.2 1 42 GA 20260217 2026/3/17 18:00 RIFEFERF 273,655 KB

Notes: When installing the program for the first time or after a PC restart, the
backend service requires some time to start. Opening the frontend during this

period may take 1-2 minutes to load.

During an overwrite installation, the client software must be closed before

proceeding.

2.2 Configure Computer Firewall

1. It's suggested to shut down all firewalls and antivirus software on the
computer to run CMS. Otherwise, the devices added to CMS may stay offline. If
you are worried about the safety of your computer, you can configure the

Microsoft firewall as the way below so you can keep the firewall running.

€ Step 1: Go to the firewall settings page on your computer (ensure the

firewall is enabled).

€ Step 2: Click Allow an app through the firewall.
2
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Windows Security — O

) Firewall & network

prOtection Have a question?
Get help

(4

Home
Who and what can access your networks.

]
) Virus & threat protection

o i . . Who's protecting me?
= Accountprotection Domain network (active)
Manage providers
| @) Firewall & network protection Firewall is on

] App & browser control . N .
Help improve Windows Security

ig Private network Give us feedback

Device security
Firewall is on.

Device performance & health

|

Change your privacy settings
@ Family options geyour privacy ¢

(8 Public network View and change privacy settings
D Protection history Firewall is on for your Windows 11 Enterprise
device.

Privacy settings

Allow an app through firewall Privacy dashboard

Privacy Statement
MNetwork and Internet trouble-shooter

Firewall notification settings
Advanced settings

Restore firewalls to default
&3 Settings

€ Step 3: Click Change settings, then select Allow another app, and add the

CMS application.

Allow apps to communicate through Windows Defender Firewall

To add, change or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate?

Allowed apps and features:

Name Domain Private Public
M @{MicrosoftMicrosoftStickyNotes_4.6.2.0_x64_ 8wekyb3d8bbwe?ms... = =] o Step 1
B @(Microsoft XboxGamingOverlay_2.624.1111.0_x64_Bwekyb3d8bbw.. %] =]

E @{MicrosoftWindows.LKG.Search_1000.26100.1742.0_x64__cw5n1h2t... =] o
H{78E1CD88-49E3-476E-BI26-580E596AD309} ] B =]
EAllJoyn Router =] = m]

B AnyDesk [m] 1=} a

B AnyDesk u] o

M AnyDesk o o

B AnyDesk o o

M AnyDesk = o a

B App Installer =] =] 1=

M Bing Wallpaper %] =)

Details...
OK Cancel
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Allow apps to ¢ Addanapp o

To add, change Of r€  Select the app that you want to add or dick Browse to find one that is not
listed and then click OK.

What are the risks of| % Change settin
| Applications:
Allowed apps and ® cMS |
Name ‘ rivate Public
|
P @(MicrosoftMi lm o
@ @(MicrosoftXg @ @
2 @{MicrosoftWi| ) (w]
M (78E1CD88-49E 1]
@ Alloyn Router ol Select software path ] a
M AnyDesk o4 ] ]
M AnyDesk =] o
M AnyDesk ] a
& AnyDesk Path: C:\Program Files (xB6)\CMS\CMs-Frontend\¢ |  Browse B @
M AnyDesk (=] o
M App Installer | What are the risks of unblocking an app? =]
M Bing Wallpaper You can choose which network types to add this app to. %] 5]
Network types... Cancel Remove
Allow another app...
Click Add
oK Cancel
Allow apps to communicate through Windows Defender Firewall
To add, change or remove allowed apps and ports, click Change settings.
What are the risks of allowing an app to communicate? ¥ Change settings
Allowed apps and features:
Name Domain Private Public
B AnyDesk ] O m} I
M App Installer =] =] =]
¥ Bing Wallpaper =] ) =)
B Captive Portal Flow =) ] ]
B Cast to Device functionality ] = =}
B ChatGPT =] =] =
¥ cloud batch upgrade tool_v1.3.exe =] O =]
=)

B Composer Pro =) O

M Connected Devices Platform ] =}

M Core Networking ] =]}

O Core Networking Diagnostics [m] m]
Details... Remove

Allow another app...

€ Step4: Click to enter the Advanced Settings page, then add an Inbound Rule




DNAKE

Windows Security

() Home

U Virus & threat protection

& Account protection

i) Firewall & network protection
0 App & browser control

O Device security

%% Device performance & health
& Family options

@ Protection history

o3 Settings

@ Firewall & network
protection

Who and what can access your networks.

Domain network (active)

Firewall is on

i3 Private network

Firewall is on

@ Public network

Firewall is on

Allow an app through firewall
Metwork and Internet trouble-shooter
Firewall notification settings

Advanced settings
e‘fh

Restore firewalls to d

Have a question?

Get help

Who's protecting me?

Manage providers

Help improve Windows Security

Give us feedback

Change your privacy settings

View and change privacy settings
for your Windows 11 Enterprise
device.

Privacy settings
Privacy dashboard

Privacy Statement
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ﬂ Windows Defender Firewall with Advanced Security

File Action View Help
= &5 H =

f Windows Defender Firewall with| [T et LT Y
&3 Inbound Rules T T T T |

Enabled

Name

&S Outbound Rul
."l, Connection Secul
%, Monitoring

@ AnyDesk

@ AnyDesk

@ AnyDesk

& AnyDesk

@ AnyDesk

@ AnyDesk

@ AnyDesk

@ AnyDesk

8 AnyDesk

@ AnyDesk

@ Clash for Windows
@ Qash for Windows
@ doud batch upgrade tool_v13.exe

Rules

@ ams

@ composer Pro

@ composer Pro

@ evcapture

@ EVCaptureMediaServer
8 Foxmail.exe

@ Foxmail.exe

@ Lenovo Lsf

@ Lenovo Lsf

& minithunderplatform
& minithunderplatform
& promecefpluginhost.exe
@aa

@ QQBrowserliveup

@ QaBrowserliveup

& Qaex

@ remoteupgrade

Group

File Action View Help

e 2@ HE

E23 Inbound Rules

@ Windows Defender Firewall wit]

Profile
Public Yes
Domain  Yes
Domain  Yes
Public Yes
Private  Yes
Private  Yes
Private Yes
Domain  Yes
Private  Yes
Domain  Yes
Domain  Yes
Domain  Yes

Domain  Yes

@ doud batch upgrade tool_v1.3.exe Domain __Yes

Al Yes
Domai..  Yes
Domai..  Yes
All Yes
Al Yes

Domain  Yes
Domain  Yes
Domain  Yes
Domain  Yes

Public Yes
Public Yes
All Yes
All Yes

Domain  Yes
Domain  Yes
All Yes

Domain  Yes

upgl
upgl

3.Select the file in the installation directory edia

V‘ Programs (*.exe)

Open
< v < Windows-SSD (C:) » Program Files (86) > CMS > CMS-Backend - ¢
AR ~ MR
&5 - iRk == e
A Home &% 1EBE E] *1)
File fold
R oy app ile folder
cache-data File folder
> @ OneDiive
config File folder
db File folder
v @ Tispc logs File folder
> E- Windows-55D (C: runtime File folder
> = Data(Dy) screenshot File folder
5 3 Network tmp File folder
£/ DnkPrivateCloudBackend AR
] winsw RIFRFZRE
File name:

Ready

o Accessit

platf
platf
\gink
Cancel

veu
wagsowserLivey,
@ QoExX
0 remoteupgrade
G remoteupgrade
@ remoteupgrade v1.1.4

Actions

Inbound Rules

@ NewRule.

T Filter by Profile

W Filter by State

T Filter by Group
View

@ Refresh

5 Export List..

H rep

CMS

# Disable Rule

.{"' Cut

5= Copy

K Delete

H Hep \

Inbound Rules

Frotocols and Pt Scope  Advanced Local Principals  Remote Users
General Programs and Services Remote Computers

Erograns
1.Select Program and Services

\;‘ (O ALL programs that neet the specified
O Thi= progean

Ci\Progrem Files (x86)\CHE\OMS- | Browse N

Dot Bodiees 2.Click Browse
Specify the spplication packazes Surpings
(o, to vhish this rule spplies Setting:
Servioes
Specify the sarvices o which this | Sortings

| rule spplies

Conpar tnents

E © 11 conpartments that mest the specified

(O This compertnent

All Yes
Domain  Yes

Domain  Yes
Domain  Ves

v v v w

Actions

Inbound Rules

@

hd
hd
hd

)

0§

New Rule..
Filter by Profile
Filter by State
Filter by Group
View

Refresh

Export List..
Help

cMs

EOX & ®

Disable Rule
Cut

Copy
Delete
Properties

Help
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CMS Properties

General

Protocols and ports

- Protocol type:
Protocol number:

Select Protocol type to TCP
Local port:

Configure Local port topciﬁc4

and type 11883
Remote port:

Programs and Services
Protocols and Ports | Scope  Advanced

Remote Computers

Local Principals ~ Remote Users

Switch to Protocols and Ports

[ 1cP v

Specific Ports v

11883

Example: 80, 443, 5000-5010
All Ports v

Example: 80, 443, 5000-5010

Internet Control Message
Protocol (ICMP) settings:

Click OK to save

Apply

Repeat this operation, then copy and add another rule to include port 18183.
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CMS Properties

General
Protocols and Ports

Programs and Services

Scope Advanced Local Principals

Protocols and ports

!mf

CMS software.

2.3 Login

Protocel type: TCP

Protocol number:

Local port: Specific Ports

18183
Example: 80, 443, 5000-5010

/ |

Remote port:

Example: 80, 443, 5000-5010

Internet Control Message

Frotocel (ICMP) settings:

OK Cancel

All Ports v

Remote Computers

Remote Users

Apply

Step 5: Close the firewall settings page, and then you can add devices in the

After downloading and installing the CMS, double-click 02 to run the CMS.

The default account is admin, and the password is admin. Click to log in to CMS.
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@ CMS English ¥

Central Management Service

Password R

Forget Password ?

2.4 Create Site

1. Here are the steps to create a site

€ Step 1: Enter the Site Name, select the country or region where the site is
located, choose the Building Structure (either Building/Unit/Apartment or
Building/Apartment), and finally select the Card Mode (Compatible Mode or
Full Card No. Mode) and Card Display Mode (Decimal or Hexadecimal). You

can also enable or disable Daylight Saving Time on this page.

€ Step 2: Add the network address for the site; first select the network

interface, and the IP address will be obtained automatically.

9
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@CMS English w

Login / Create Site

Site Name *

Building Structure *
Building/Unit/Apartment

Card Mode *
Full Card No. Mode

It is used to configure the card mode that all member in site can use for passage

Card Display Mode *
Hexadecimal

Daylight Saving Time

I Network Connection

Network Interface Card

P+

Create Site

€ Step 3: Take a screenshot or note down the Secret Key to save it, then

click Confirm save and Log in now to log in.

10
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@CMS English w

Login / Create Site

v

Project created successfully
Please note the Secret Key below,which can be used to change the administrator account
password.The loss of this Secret Key may pose a threat to the security of your account. It is
recommended that you record or take a screenshot for preservation

[ Secret Key: J

Confirm save and Log in now

Notes: Please note the Secret Key, which can be used to change the
administrator account password. The loss of this Secret Key may pose

a threat to the security of your account.

2.5 Logout and Forget Password

2.5.1 Logout

Click your personal account in the upper right-hand corner and log out.

11
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2.5.2 Forget Password

1. Recover your password

€ Step 1: Click Forget Password?

@ CMS English ¥

Central Management Service

Password NS

Forget Password ?

€ Step 2: Enter the account name and secret key, then input a new password

and confirm it again to complete the password change.

12
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@CMS English =

<« Login / Forget Password

Account *
Secret Key *
New Password *

Confirm New Password *

3 Personal Center

3.1 Accessing the Personal Center

After logging in successfully, click the username in the upper-right corner, then

select Personal Center to access the Personal Center page.

13
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[<9|-|| CMS Admin v

@ Home Page

& site

@ Model

@  Access Control

Person

Access Rule

@ Update

#  Security Alarm

©1 Message

B Log

Device ® Online o Offline Log out

/ Personal Center

3 Door Station e *0

All Devices

) =1 Indoor Monitor . o1
o
e 1

Quick Operation

Wl =

Add Device Add Resident

3.2 Basic Information and Change Password

In this section, you can view basic information, such as the account name and

creation time, and you can also change the password.

&cwms

@

=]

@

Home Page

Site

Model

Access Control

Person

Access Rule

Update

Security Alarm

Message

Log

Personal Center

1 Basic Information

® Account admin

B9 Creating Time

I Change Password

Current Password *

®
New Password *

®
Confirm New Password *

®

cancel n

14
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4 Home Page

4.1 Device

This section shows the status (online or offline) of all the devices registered

to CMS.

['.'bl'“ CMS Admin -

@ Home Page

Device e Online e Offline

G Site

3 Door Station e e 0

All Devices

@ Model

@  Access Cortrol 2 =1 Indoor Monitor ° ] |
L ]

Person e 1

Access Rule

@ Update Quick Operation

it Security Alarm

o
& Message [am)]

Add Device Add Resident
B Log

4.2 Quick Operation

In this section, you can quickly add devices and residents.

15
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@ Home Page

Device e Online e Offline

& Site
3 Door Station e *0
@ Model
All Devices
@ Access Control , =1 Indoor Monitor ° |
L]
Person ° 1
Access Rule
@ Update Quick Operation
it Security Alarm
o
& Message ()]
Add Device Add Resident
B Log

4.2.1 Add Device

Select the site and fill in the device's information. Device Type, MAC address,
device number, and device name should be filled in or chosen according to your

device and needs. All of the other settings will be synced to your device.

16
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F?ﬂ CMS Admin v

@ Home Page ¢ Home Page / Add Device

& Site Device Type *
Door Station

@ Model MAC *
© Access Control Public Area / Building No. *
Rerson Device No. *
1
Access Rule

Device Name *

@ Update
4 Security Alarm Network *
© DHcP IP Address
B Message
Daylight Saving Time
B Log

Cancel n

4.2.2 Add Resident

Click Add Resident, select the apartment number, and enter the name. Optional

settings include card and PIN assignment.

17
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L@[ﬂ CMS Admin v

@ Home Page ¢ Home Page / Add Resident
& Site Building No. *
@ Model Name *

©@ Access Control
Add access credentials later «

Person Card

Start Read

Access Rule

@ Update

4 Security Alarm f you want to change the card mode, please go to Site Setting to make the modification

Add
B Message
PIN Code

B Log

Noted: If the devices in the apartment support Facial Recognition, you can

upload facial data in this section.

5.1 Edit Site

1: After clicking the Site page in the left sidebar, click the Edit button next to

the site name.

18
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Gcms Admin ~

@ Home Page
41 Test / Device Resident

& site
+ New Public Area
artment N =
@, Mogel + New Building
-
S
©  Access Control »
* Public Area
MAC Pua/ D DeviceType  Model Status Sync Stat Operation
5 ice c Status peraf
Person « packing lot Apartment 1= Name
Access Rule - % =
Indoor Mo... E217 Offine ( Faied )@ s
* 2-Building
@ Update
« 1-Building Indoor Mo. H618 Oniine Synced S B -
#  Security Alarm
Door Station ~ S617 or Synced S @ -
& Message
Totsla  20ipage °
B Log
+'  Hide

2: On this page, you can view Site Information, such as Site ID,
Country/Region, and Building Structure, and modify the Site Name, Card
Mode, and Card Display Mode, as well as enable or disable Daylight Saving

Time.

3: You can also modify the network settings, such as the Network Interface

Card and IP address.

Edit Site X

1 Site Information

Site Name *

Card Mode *
Full Card No. Mode

Card Display Mode *
Hexadecimal

Daylight Saving Time

1 Network Connection

Network Interface Card
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5.2 Public Area Management

5.2.1 Add Public Area

1. Click Add New Public Area to add a new public area to the Site.

@ Home Page
= z Device Resident
B Site
0 Mo / + New Building
@ Update
* Public Area
Building/Unit/ -
lame
a4 Security Alarm = MAG Apartment 13 Device Device Type Model Status Sync Status
* 1-Building
B Log
Call Log
Unlock Log

Totasi2  20/page

Add new public area

Name *
Public Area

20
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5.2.2 Edit Public Area

1. Click the Edit button next to the public area name to modify the public area

name.

‘ ]
Edit public area X
Name *
Public Area

21
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5.2.3 Add Device in Batch

€ Step 1: Click the Add Device button on the right to add a device.

Call Log Totalo  20ipage 0
o

€ Step 2: Click Add in Batch

€ Step 3: After clicking Add in Batch, click Template to fill in the devices’

22
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information, and click Import to upload the completed template.

5.2.4 Add Device One by One

€ Step 1: After clicking Add Device, select Add One by One to proceed.

23
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€ Step 2: Select the site and fill in device’s information. Device Type, MAC
address, device number and device name should be filled in or chosen
according to your device and needs. All of the other settings will be synced

to your device.

ficms

Daylight Saving Time

5.2.5 Configure DNAKE Devices

Please make sure devices and CMS-installed computer are connected to
Internet and under the same LAN. The following will take Indoor Monitor
settings as an example. Please refer to it when configuring on other DNAKE

devices.

1. Fill in IP address of CMS and Site ID on Indoor Monitor webpage

24
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€ Step 1: Please go to Device on the webpage of Indoor Monitor to

configure. Click Register To, and select CMS.

€ Step 2: Fill in CMS IP address which is the IP address of CMS-installed

computer.

€ Step 3: Enter the Site ID in the Site ID field, click save to save the

configuration.

DNAKE

2. If you don't want to login to webpage to set CMS IP address and Site ID, you

can also set it on Indoor Monitor GUI.

€ Step 1: Please go to Room Settings on Indoor Monitor GUI to configure.

Click Register To Cloud, and select CMS.
€ Step 2: Fill in CMS IP which is the IP address of CMS-installed computer.

25
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€ Step 3: Enter the Site ID in the Site ID field, click save to save the

configuration.

D Settings

Ethernet Register to Cloud

N oom CMSIP
sIp s
Password
Apps

Reset

5.3 Building Management

5.3.1 Add Building

€ Step 1: Click Add New Building to add a new building to the Site.

26



DNAKE

@ Home Page

< Apartment Device Resident

B site
+ New Public Area

Model st
:

* Public Area
f Security Alarm Bullding/Unit/ Apartment ;= Apartment Name Resident Operation
* 1- Building 20 ) i
B Log = 0 a @
e o1 | 2t ()
Unlock Log

Add new building

5.3.2 Apartment

5.3.2.1 Add Apartment

1.Click Add Apartment to add a new apartment. You can select to add a new
27
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resident on the same page.

"’ﬁ cMS Admin ~
- z Apartment D Resid
Mod
« Public Area
Building/Unit/ Apartment | Apartment Name Resident / Operation
1 I 20 =
v Q@
(oﬂ' CMs Admin v
@ Home Page + Site / Add Apartment
Mode Unit No.
®  Update Apartment No. *

urity Alarm Apartment Narme

Resident Name *

2. Alternatively, you can click Import Apartment to add devices in batch; click

Template to download the template, then click Import to upload it.

28
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@ Update B Upprmen

* Public Area
A ‘Secuity Alsr - Bullding/Unit/ Apartment 1= Apartment Name Resident Operation
1 Security Alarm !

R * 1-Building 209
Il Log 0ipag o
Import Apartment X
Template: < Click to dowload template
Import: Select .csv/.xIsx file

5.3.2.2 Apartment Management

1. Click the Resident button to navigate to the Resident page.

29
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”ﬁICMS Admin ~

@ Home Page

i Z Apartmen Device Resident
ublc
@ Model
s
In men -t—MdApanme"l
E  Update
+ Public Area
Building/Unit/ Apartment 1 Apartment Name Resident tion
i pcurity Alarm

« 1-Building 20 0 / B -
B Log
call Log Totsl1 | 20ipage o

2. Click Detail to view and modify the apartment information.

(?11 CMS Admin ~

@ HomePage
= £ Apartment Device Resident
ublic
@ Model
i I
2 Import Apartment + Add Apartment
®  Update —_—

* Public Area

Building/Unit/ Apartment Apartment Name Resident Qoaration
& Security Alarm 1 Details
+ 1-Building A 0 B (@] -

oty ([ g
ediion ot | 20pag o

30
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Apartment Details b2

1 Apartment Info
Building Mo. 1 - Building

Unit No.

Apartm
Family Members ]

Unactivated

Activated /

Building/Unit/ Apartment ;=

@ HomePage
o Apartment Device
B site
+ New Public Area
=
@ Model + New Builting
®  Update
* Public Area
& Security Alarm
* 1- Building 209
B Log
Call Log
Unlock Log

Notes: The devices and residents

deleted at the same time.

[ Import Apartment + Add Apartment

Apartment Name Resident Operation
a ® & -
T Delete
Total1 | 20ipage
2 Edit

attached to this apartment will be

31
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5.3.3 Device

On this page, you can view the devices under the building, including each
device’'s MAC address, associated building/unit/apartment, device name, device

type, device status, and synchronization status.

Gcms Admin -

Building/Unit/
MAC DeviceName  Device Type Model Status Sync Status Operation
Apartment ;

5.3.3.1 Add Device

The methods for adding devices are the same as those in the Public Area; see

sections 5.2.3 and 5.2.4 for details.

32
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Gicms Admin =

+AdaDevice |
« Public Area /

Building/Unit/
MAC DeviceName  Device Type Model Status Sync Status Operation
Apartment |

5.3.3.2 Replace Device

It's only supported to replace device with same model.

1. Here are the steps to replace a device

€ Step 1: Go to Device column and click Replace Device to replace this

device.

33
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@ Home Page

a 2 Device  Resident
8 sie

+ New Public Area

@ Model + New Building
@ Update

* Public Area

w » Device Type Model Status Sync Status

& Security Alarm = .

Operation
+ 1-Building m
§ Sycea s
Call Log P /—1

Unlock Log
Totai2  20/page

4 Step 2: Fill in MAC address of the new same-model device. You can also

change its network.

Replace Device X

Network *

© DHCP 1P Address

Cancel oK

€ Step 3: The platform will check the status of the device.

34
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Device Status

&

Device online

€ Step 4: After that, the data will be transferred to the new one.

Replace Device

v 2]

Add New Device Transfer Data

o Clear data from old device

Success, 0/0 deleted!

° Delete old device

° Synchronize residents data

Success, 0/0 Synced!

Notes: Replacing this device is estimated to take 1 minutes

5.3.3.3 Access Device Webserver

1. Here are the steps to access device webserver
€ Step 1: Click Access Device Webserver

35
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« Public Area
Building/Unit/
MAC DeviceNsme  Device Type Model Status Sync Status Operation
f Security Alarm ! Apartment |

* 1-Building

€ Step 2: Click Open to browse. The device webserver will open in a new

window. Access will remain valid for 30 minutes.

English

oy
& )

Remember me

36
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5.3.3.4 Relay Setting

When managing the door station, you can configure the Relay Settings in this
section, including the configuration name, DTMF unlocking, unlocking delay
time, and unlocking duration. You can also modify the Dry Contact Input
Configurations, including the input type and corresponding action. In addition,

elevator floor information can be configured here.

Gicms Admin ~

Bullding/Unit/
Apartment
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Relay Setting ¥

1 Relay Configure @

Status Relay No. Name DTMF Unlock Delay Unlock Time
Relayl Relay1 6/20 # 0s 38
] Relay2 Relay2 6/20 0 [ 38
Relay3 Relay3 6/20 - 0s 3s

1 Dry Contact Input Configure &

Dry Contact Input Type Action
Dry Contact Input1 Exit Button Relay1
Dry Contact Input2 Exit Button Relay2
Dry Contact Input3 Exit Button Relay3

5.3.3.5 Reboot the Device

Click More > Reboot to Reboot the device

Admin ~

@ Home Page

2 2 Dedice  Resident
o Site

+ New Public Area

0 ekl + New Buiiding
@ Update

* Public Area

Building/Unit/
MAC DeviceNeme  Device Model Status Status Operation
& Security Alarm & Apartment ;= Type Sync
* 1-Building )

B Log Oniine Synced S @ -
call Log £ Access Device Webserver
Unlock Log

ol B Detalls
2 Edt
T Delete
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5.3.3.6 Device Detail

In this section, you can view detailed device information, including Basic

Information, Product Information, and Network Information.

Gicms Admin +

@ HomePage
i 2 pedce Resident
© site
+ New Public Area
Apartment No./MAC/Device Name =
o, hogel + New Building
S
B Update .
¢ Public Area
Building/Unit/
MAC DeviceName  DeviceType  Model Status Syne Status Operation
@ Security Alarm = Apartment ;=
* 1-Building
B Log Online Synced ) -
callLog — £ Access Device Webserver
% Reboot
Unlock Log
Tl B petails
/ 2 Edt
1 Delete
«!  Hide
Device Details X

1 Basic Info
Device Type
Model

Master or Slave
Device No
Building No.

Unit No.
Apartment No.
Applying Area
Device Name
MAC

offline Time
Daylight Saving Time
1 Product Info
Firmware Version
Framework

Ul Version

MCU Version

1 Network Info

Network
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5.3.3.7 Edit Device

In this section, you can modify device information, including reassigning the
building, unit, and apartment, as well as configuring network settings and

enabling or disabling Daylight Saving Time.

@ Home Page

& 2 Device Resident
o site
+ New Public Area
. Hocel + New Building
& Update
* Public Area
Building/Unit/ )
MAC DeviceName DeviceType  Model Status Syne Status Operation
# Security Alarm = Apartment ;=
+ 1-Building
B Leg oniine Synced =
CallLog £ Access Device Webserver
% Reboot
Unlock Log
Teiel ) Details
& Edit
/ 1 Delete
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Edit device X
Device Type
Indoor Monitor
MAC *
Public Area / Building No. *
1 - Building

Unit No. *

Apartment No. *

Master or Slave *
Master

Device No. *
0

Integer between 0-9, 0 indicates the Master and other numbers indicate the Slave

Device Name *

Network *

© DHCP IP Address

Daylight Saving Time

5.3.4 Resident

On this page, you can view resident information, including the resident's name,
ID, associated building, unit, and apartment, as well as whether facial

recognition and card access are activated.
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[{ﬁl CMS Admin =

@ Home Page

H 2 ppartment Device Resident
o site
+ New Public Area
al, odel + New Building
3 Export All Residents [@ Import Residents [2 Import Cards + Add Resident
® it : | (o | (e =3
¢ Public Area
Building/Unit/
i Security Alarm = Name D Y R Face Card Operation
Apartment ;=
* 1-Building 2 g
B Lo
¢ Be2w
callLog
Total 1 20fpage o
Unlock Log

5.3.4.1 Add a New Resident

1. Here are the steps to create a new resident

€ Step 1: Go to the Site column and select the desired building, then click

Resident and choose Add Resident to add a new resident.
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. 2 Apartment Device
Site R
a dodel 5 - "
- 3 Export All Residents | | 2 Import Residents | < Import Cards + Add Resident
Update
« Public Area /
A Seciity Alain Building/Unit/
A Security Alarm & Name D Face Card Operation
Apartment |
« 1-Building 20Q
B Log

call Log
Toal1  20ipage o
ockLog

€ Step 2: Select the apartment no., and enter the name, email, and Optional
settings include phone, syncing to the door station phonebook, card and pin

assignment.

Gicms Admin ~

@ Home Page 4 Site/ Add Resident
& site
@ Model Unit No. *
B Update Apartment No. *
#  Security Alarm Name *
B Log
Add access credentials later a
call Log o
Start Read
Unlock Log
it toc s t
Add
PIN Code
Hid

2. Here are the steps to import residents
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€ Step 1: Go to the Site column and select the desired building, then click

Resident and choose Import Residents to import residents.

Gicms Admin +

ic Area
+ New Building
® Update (3 Export All Reside 2 Import Residents < Import Cards + Add Resident
i * Public Area
2 Bullding/Unit/
f Security Alarm 3 Name [} i Face Card Operation
Apartment =
« 1-Bullding 20
B Log = -
call
s | 20pepe ()

€ Step 2. C(lick Note to view the Template Fields and click to download

template to download the template to fill in the necessary information

€ Step 3: Click Select .scv file to upload the file and click Import to import the

cards information.

Import Cards X
Template: £ Click to dowload template
Import: Select .csv/.xIsx file
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5.3.4.2 Add Cards

1. Here are the steps to add a new card for dedicated resident

€& Step 1: Go to the Site column and select the desired building, then choose

Resident and click Edit to add a new card for a dedicated resident.

[?ﬂl cms Admin ~

@ Home Page
i 2 ppartment Device Resident
B Site
+ New Public Area
&, Mode + New Building
[3 Export All Residents [ Import Residents [2 Import Cards + Add Resident
: [ prmmsamen || e EZE=EY
* Public Area
Building/Unit/
i Security Alarm Name ] o Face Card Operation
Apartment ;=
« 1-Building 20 E
B Log
call Log /
Total1  20ipage °
Unlock Log

€ Step 2: Select the COM port, then click Start Read (ensure the card reader is

connected and drivers are installed).
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Card
Start Read

Add

Notes: Compatible Mode is used when you read cards by card reader, while

Full Card No. Mode is used when you need to input full card number.

2. Here are the steps to import cards for residents

€ Step 1: Go to the Site column and select the desired building, then choose

Resident and click Import Cards to import cards for residents

Gicms Admin ~

@ Home Page

D 2 ppartment Device Resident
o site
+ New Public Area
2, Model + New Building
_ [3 Export All Residents ‘ ‘ [@ Import Residents | | 2 Import Cards ‘ + Add Resident
® Update
* Public Area
Building/Unit/
#  Security Alarm = Name X ol Face Card Operation
Apartment
« 1-Building 2 a
8 Log - %
callLog
Total1  20ipage °
Unlock Log

€ Step 2: Click Template to download template to download the template to
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fill in the necessary information

€ Step 3: Click Select .scv file to upload the file and click Import to import the

cards information.

Import Cards X
Template: £ Click to dowload template
Import: Select .csv/.xIsx file

5.3.4.3 Add Pin Code

1. Here are the steps to add a new card for dedicated resident

€ Step 1: Go to the Site column and select the desired building, then choose

Resident and click Edit to add a new Pin code for a dedicated resident.

47



DNAKE

&icms Admin +

@ Home Page
a 2

Apartment Device Resident
B Site
+ New Public Area
&1, Mode + New Building
[3 Export All Residents [2 Import Residents [ Import Cards + Add Resident
= [ [ e EZEEN
* Public Area
Building/Unit/
i Security Alarm Name [h] o b Face Card Operation
Apartment ;=
= 1-Building 2 g E
B Log
Unactuatea Unactuatea B[2]o

call Log /
Total1 2ipage 0
Unlock Log

€& Step 2: Select the generation mode, generate the Pin code and click Save to

save it.
PIN Code
APT+PIN
Random

5.3.4.4 Export All Residents

Go to the Site column and select the desired building, then choose Resident

and click Export All Residents to export all residents
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Admi
2 2 ppartment  Device  Resident
i —
todel
wdent H 2 Import Cards +AdanI
« Public Area
Bullding/Unit/
i Name [} Face Card Operation
Apartment |
« 1-Building 2@
Total1  20/page °
Unlock Log

6 Model

When the CMS supports a new model, users can manually add the

corresponding model information here.

6.1 Add Model

€ Step 1: Go to the Model column and Click Add Model
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L‘@ﬂl cms Admin ~

@ Home Page

& site
-+ Add Model
@ Model /
ftem Type Model Operation
@ Update 1 s
§ B 20

#  Security Alarm

B Log Total1 ~ 20ipage 0

callLog

Unlock Log

€ Step 2: Select the device type to be added, enter the corresponding device

model, and click OK to save.

Gicms Admin ~

@ Home Page 4 Model / Add Model
& site Type
Indoor Monitor
@ Model Model *
@ Update
# Security Alarm
B Log
callLog

Unlock Log

cance! m
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6.2 Model Management

At Operation, you can view the Model Info, modify the model's Optional

Features, and delete the added model.

Gicms
@ Home Page

& site

-+ Add Model
@ Model

@ Update e Type Model Operation

#  Security Alarm

callLog

Unlock Log

7 Access Control

7.1 Person

You can add access permissions, such as facial recognition and card access,
for different roles on the cloud platform. The three roles are staff, tenant,
visitor, and customized. To assign permissions, simply click Add under each

role.
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@ Home Page

staff Tenant Visitor Customized

& sie =
@ Model Al + Add
©  Access Control D Name Access Credentials Access Rule Operation
Person
B 2T
Access Rule
Total 1 20/page "
@ Update
4 Security Alarm
B Message
B Log
+  Hid
7.1.1 Staff

€ Step 1: Enter the name and any Remarks in the information section.

€ Step 2: Upload facial images as required, add cards via a card reader or by
entering the card number, generate a PIN code, and optionally choose

whether to generate a QR code for unlocking.

€ Step 3: Set up specific Access Rules for each staff member.
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@m CcMS Admin v
@ Home Page < Person / Add Staff

B site
1 Information

@ Model Name *
@ Access Control Remarks
Person
Access Rule

1 Access Credentials
@ Update

Face

[ & Upload
4 Security Alarm

& Message

E Log

@I‘“ cMmS Admin v
@ Home Page < Person/ Add Staff

& site

@ Model

Site Setting to mal

© Access Control

Add

Person
PIN Code

Random
Access Rule

Generate a QR Code from the PIN Code

@ Update
1 Access Rule

4  Security Alarm
+ Add

& Message —

B Log

7.1.2 Tenant

€ Step 1: Enter the name, Building/Unit/Apartment, and any information in

the information section.
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€ Step 2: Upload facial images as required, add cards via a card reader or by

entering the card number, generate a PIN code, and optionally choose

whether to generate a QR code for unlocking.

€ Step 3: Set up specific Access Rules for each tenant member. Be sure to

specify the validity period for these rules and choose a frequency. The

available frequency options are: Never, Daily, Weekly. Additionally, assign

the relevant devices to each Access Rule.

With the new Additional Access Rule feature, you can now associate

existing Access Rules with the tenant instead of creating a new rule from

scratch. This allows for more flexible and efficient access management.

&Gicms

@

=)

Home Page

Site

Model

Access Control

Person

Access Rule

Update

Security Alarm

Message

Log

4 Person/ Add Tenant

1 Information

Name *
Building/Unit/Apartment

Remarks

I Access Credentials

Face

& Upload

Card

Canee! n
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‘?ﬂ CMS Admin v
@ Home Page < Person/Add Tenant
& site 1 Access Credentials
@ Model Face
' 1, Upload

© Access Control
Card

Person Start Read

Access Rule

@ Update

4 Security Alarm

PIN Code

Generate a QR Code from the PIN Code

E Log
‘?ﬂ CMS Admin v
@ Home Page < Person/Add Tenant
& site Repeats
Never Daily Weekly
@ Model
+ Add Device
© Access Control
Device Name Building/Unit/Apartment Operation
Person
Access Rule
Total 0

@ Update
1 Additional Access Rule
4 Security Alarm
+ Add

& Mes
essage Total 0

E Log

Ganee! “

7.1.3 Visitor

€ Step 1: Enter the name and any Remarks in the information section.

€ Step 2: Upload facial images as required, add cards via a card reader or by

55



DNAKE

entering the card number, generate a PIN code, and optionally choose

whether to generate a QR code for unlocking.

€ Step 3: Set up specific Access Rules for each visitor member. Be sure to
specify the validity period for these rules and choose a frequency. The

available frequency options are: Never, Daily, Weekly.

f.\?ﬂ CMS Admin v

@ Home Page < Person/ Add Visitor

B site
1 Information

@ Model Name *
© Access Control Remarks
Person
Access Rule

1 Access Credentials

@ Update
Face
4, Upload
4 Security Alarm
Card
B Log f the serial port t be recognized, p
f card readina fails nlease trv fo rar
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CMS Admin v
@ Home Page 4« Person/ Add Visitor
Add
& site
PIN Code
@ Model

Generate a QR Code from the PIN Code

@ Access Contro
1 Access Rule

Person
Repeats
Access Rule © Never Daily Weekly
Time *
@ Update
i Security Alarm + Add Device
B Message Device Name Building/Unit/Apartment Operation

B Log

Canee! “

7.1.4 Customized

In this section, you can export the customized data, batch import it via Import,

and click Add to create a new Customized.

&icms Admin ~
@ Home Page
B Site

@ Model B [3 Export All Customized ‘ I [ Import Customized I + Add

@ Access Control

Staff Tenant Visitor Customized

D Name Access Credentials Access Rule Operation
Person
Access Rule
Totaln  20fpage o
® Update

#  Security Alarm

B Message

E Log
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Import Customized

Template: # Click to dowload tempiate

Import: Select csv/ xlsx file

€ Step 1: Enter the name and any Remarks in the information section.

€ Step 2: Upload facial images as required, add cards via a card reader or by
entering the card number, generate a PIN code, and optionally choose

whether to generate a QR code for unlocking.

€ Step 3: Set up specific Access Rules for each staff member.
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‘?ﬂ CMS Admin v

@ Home Page < Person/ Add Customized

B site
1 Information

@ Model Name *
@ Access Control Remarks
Person
Access Rule

1 Access Credentials

@ Update

Face
& Upload
4 Security Alarm
Card
& Message C Start Read

E Log

f i d and ins e card reader driver.
Ganeel m

‘?ﬂ CMS Admin v

@ Home Page < Person/ Add Customized

B site

@ Model

© Access Control

Add

Person
PIN Code

Access Rule

Generate a QR Code from the PIN Code
@ Update
1 Access Rule

4 Security Alarm
+ Add

=2 M
Esnge Total 0

E Log

7.2 Access Rule

The Access Rule Type provides two options: Normal and Free Access. The
Normal rule is used to control access by defining which users are allowed to

unlock specific doors within designated time periods, while the Free Access rule
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allows all users to unlock the specified doors freely during the configured time

periods.

You can create custom Access Rules that can be applied to Staff, Tenants,

Visitors, and Customized.

7.2.1 Normal

Here are the steps to configure a normal access rule

€ Step 1: Go to the Access Control column and choose Access Rule, then click

Create to add an access rule.

@ Home Page

-
& Site
@ Model ID Group Name Rule Type Device People Repeats Operation

@ Access Control

Person

Access Rul
Aecess fule Totsl1 | Z0/page °

[E Update
d  Security Alarm
B Message

B Log

€ Step 2: Fill in the group name, select the repeat option (Never, Daily, or
Weekly), set the validity period, and link the specified devices and people to

the access rule. (Rule type is normal by default)
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["?ﬂ cMS Admin ~

@ Home Page 4 Access Rule / New Access Rule Group

& Ssite
I Basic Information

@ Model Group Name *
©  Access Control Remarks
Person
~
Rule Ty
Access Rule g
Normal
Update
Repeats
Never Daily Weekly
#  Security Alarm ° ) e
Time *
E Message
Device People
B Log P
+ Add Device
Device Name Building/Unit/Apartment Operation
Total 0

7.2.2 Free Access

Here are the steps to configure a free access rule

€ Step 1: Go to the Access Control column and choose Access Rule, then click

Create to add an access rule.
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&Gicms

@

=)

Home Page

Site

Model

Access Control

Person

Access Rule

Update

Security Alarm

Message

Log

Group Name

Rule Type

Device

People

Admin +

/

Total 1

Repeats

20/page

Operation

€ Step 2: Fill in the group name, select the repeat option (Never, Daily, or

Weekly), select the free access, set the validity period, and link the specified

devices to the access rule.
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["?ﬂ cMS Admin ~

@ Home Page 4 Access Rule / New Access Rule Group

& Ssite
I Basic Information

@ Model Group Name *
©  Access Control Remarks
Person
~
Rule Type
Access Rule Free Access
Update
Repeats
Never Daily Weekly
#  Security Alarm ° ) e
Time *
E Message
Device
B Log
+ Add Device
Device Name Building/Unit/Apartment Operation
Total 0
«! Hide

8 Update

8.1 Upgrade Device

€ Step 1: Go to the Upgrade column and click Upgrade Device
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&icms Admin ~

@ Home Page
Device Type

B Site
1, Upgrade Device
@ Model

) ) ’ Upgraded )
B Update tem Device Type Firmware Version Upgrade Time Status Operation
Amount
#  security Alarm i

B Log
Towl0 20page °

callLog

Unlock Log

€ Step 2: Choose the corresponding Device Type, Model and Firmware
Version according to the device. After choosing, the devices can be selected

to upgrade and Upgrade Time can also be set.

&icms Admin ~

@ Home Page 4 Update / Upgrade Device
o site Device Type

Door Station
@ Model

Firmware Version *

® Update | & upload
#  Security Alarm Upgrade Time

Upgrade Now @ Schedule Upgrade
B Log

callLog

Unlock Log 1 Device

Public Area/Building No. Model Device Name MAC Firmware Version Status
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9 Security Alarm

9.1 Security Alarm Log

1. You can receive security alarms sent from Indoor Monitors. You can view

the records for the past month.

Gicms

@ Home Page
B Ssite

@ Model

B Update

#  Security Alarm

call Log

Unlock Log

Alarm Time Building/Unit/Apartment Alarm Content Alarm Sensor

Totalo  20ipage

10 Message

10.1 Send Messages to Resident

1. Here are the steps to send messages to the resident

€ Step 1: Go to the My message column and click Add to edit a message.
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éﬁlCMS Admin ~

@ Home Page

~ Message Title |
@ site

@ Model /

@  Access Control

Person
Access Rule
Update
it Security Alarm
B Message

B Log

€ Step 2: Fill in the message title and message content. Choose the recipient

and the delivery time.

app.business.addRecipient =

All Building Building/Unit/Apartment
2-Building

1-Building

Gt “

€ Step 3: Click the message. You can check the message details.
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@ Home Page

9l

& Site
+ Add
@ Model

@  Access Cantrol 1

Resident(All)
Person

Access Rule

@ Update
Resident(All)

it Security Alarm

B  Message

Resident(All)
E Log

11.1 Call Log

1. You can check call logs of devices. Including information such as Call Started
Time, Initiator, Recipients, whether the call was answered or Not, Call

Duration, and Screenshot.
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P@ﬂl cms Admin ~

@ Home Page
& site

[3 Export

=1

Model
Call started time Initiator Recipient Answered or not Call Duration Screenshot

B Update

#  Security Alarm

08 i
B Log
call Log '
2
Unlock Log

Totsi3 20/page 0

11.2 Unlock Log

1. You can check Unlock logs of devices. Including information like Unlock
Time, Unlock Device, Relay, Unlock Method, Unlocked By, Identity,

Residential Information and Screenshot.

68



DNAKE

[‘@rll cms Admin ~

@ Home Page

E
& site
[3 Export
@ Model
Residential
B Update Unlock Time Unlock Device Relay Unlock Method Unlock Result Unlocked By Identity Information Screenshot

#  Security Alarm

Indoor Monitor

B Log
callLog

Indoor Monitor

Unlock Log

Totalz  20fpage °
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